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内容回顾

 Q1: 导致数据中心节能效果不佳的主要源头有
哪些（sources of inefficiency）？
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内容回顾

 Q2: 在典型的能耗管理（typical power

management）方法中，其核心思想是什么？
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内容回顾

 Q3: 动态电压频率调整（DVFS: Dynamic

Voltage/Frequency Scaling）作为重要的节能手
段，其核心思路是什么？
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内容回顾

 Q4: 应用管制（Brownout）方法的用于数据中
心的节能时，关键假设/思路是什么？
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第一部分

目录 Contents

第二部分

第三部分 可靠性设计优化

可靠性的概念

高可用性的原则

注：本章部分内容参考Delimitrou教授@MIT



11

Availability & Reliability

 What is availability and reliability?

 What are the principles of high-availability?

 What are some specific design optimizations?
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Reliability & Availability

 Common goal for services: 99.99% availability

 1 hour of down-time per year (1/24/365)

 But with thousands of nodes, things will crash

 Example: with 10K servers rated at 30 years of 

MTBF, you should expect to have 1 failure per day
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Reliability

 Reliability: measure of continuous “service”

 MTTF: mean time to failure

 Time to produce first incorrect output

 MTTR: mean time to repair

 Time to detect and repair a failure

 MTBF = mean time between failures = MTTF+MTTR

 Failure in time (FIT) = failures per billion hours of 

operation = 10^9/MTTF

 E.g., MTTF = 1,000,000 hours 1,000 FIT
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(Service) Availability

Steady state availability

= MTTF / (MTTF + MTTR)
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(Service) Availability

 Availability often quoted in “9s”

 E.g., the telephone system has five 9s availability

 99.999% availability or 5 minutes of downtime per 

year
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Why is availability important?

Mission-critical (100% uptime), business-critical (minimal interruptions)
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Types of Faults

 Hardware faults

 Radiation, noise, thermal issues, variation, wear-out, faulty equipment

 Software faults

 OS, applications, drivers: bugs, security attacks

 Operator errors

 Incorrect configurations, shutting down wrong server, incorrect 

operations

 Environmental factors

 Natural disasters, air conditioning, and power grids

 Wild dogs, sharks, dead horses, thieves, blasphemy, drunk hunters 

(Barroso’18)

 Security breaches

 Unauthorized users, malicious behavior (data loss, system down)

 Planned service events

 Upgrading HW (add memory) or upgrading SW (patch)
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Types of Faults

 Permanent
 Defects, bugs, out-of-range parameters, wear-out, …

 Transient (temporary)
 Radiation issues, power supply noise, EMI, …

 Intermittent (temporary)
 Oscillate between faulty & non-faulty operation

 Operation margins, weak parts, activity, …

 Sometimes called Bohrbugs and Heisenbugs
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Data Center Example
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Real-world Service Disruptions

 Source of “disruptions events” at Google Source of enterprise “disruption

 Large number of techniques on hardware fault-

tolerance

 Software, operator, maintenance-induced faults

 Affect multiple systems at once, correlated failure FT harder

(disruption event = service degradation that triggered operations team scrutiny)
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Exercise

 A 2400-server Google cluster has the following events 

per year:
 Cluster upgrades: 4 (need to fix)

 Hard drive failures: 250 (need to fix)

 Bad memories: 250 (need to fix)

 Misconfigured machines: 250 (need to fix)

 Flaky machines: 250 (need to reboot)

 Server crashes: 5000 (need to reboot)

 Assume: time to reboot SW is 5 minutes, time to fix 

HW is 1 hour

 What is service availability?
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Answer

 Hours outage

 (4 + 250 + 250 + 250) x 1 hour

 + (250 + 5000) x 5 minutes =

 754 + 438 = 1192 hours

 Hours in year = 365 x 24 = 8760

 Availability = 1 – 1192/8760 = 86%

Did Google have only 86% uptime last year?
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Faults ≠ Failure

 Failure: service is unavailable or data integrity 

is lost

 The user can really tell

 Possible effects of a fault (increasing severity)

 Masked (examples?)

 Degraded service

 Unreachable service (service not available)

 Data loss or corruption (data are not durable)



24

Techniques for Availability

 Steady state availability = MTTF / (MTTF + MTTR)

 For higher availability, you can work on

 Very high MTTF (reliable computing, fault prevention)

 Very high MTTF (fault-tolerant computing)

 Very low MTTR (recovery-oriented computing)
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Improving MTTF & MTTR

 Two issues: error detection and error correction

 Observations

 Both are useful (e.g., fail-safe operation after detection)

 Both add to cost so use carefully

 Can be done at multiple levels (chip/system/DC, HW/SW)

 Some terminology

 Fail-fast: either function correctly or stop when error detected

 Fail-silent: system crashes on failure (not necessarily 

immediately)

 Fail-safe: automatically counteracting a failure

 Following slides: example techniques

 General, disks, memories, networks, processors, system…
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General: “Infant Mortality”

 Many failures happen in early stages of use

 Marginal components, design/SW bugs, etc

 Use “burn-in” to screen such issues

 E.g., stress test HW or SW before deployment

 See next slide for some basic approaches
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Extensive validation
 High-level steps

 Units built in a way that simulates factory methods

 All components evaluated: electrical, mechanical, SW bundles, firmware, system

 Interoperability

 Failure diagnostics and iteration with design team

 Potential beta customer testing

 Extensive testing

 Accelerated thermal lifetime testing (-60C to 90C)

 Accelerated vibration testing

 Manufacturing verification – accelerated stress audit

 Reliability of user interface and full rack configurations

 Static discharge, repetitive mechanical joints, …

 Dust chamber: simulate dust buildup

 Environmental testing – model shipping stresses

 Acoustic emissions and EMI standards

 FCC approval (US), CE approval (Europe)

 Power fluctuations and noise – semi-anachoic chamber

 On-site data center testing – TPC benchmarking
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RAID: Dealing with Faults in
Storage Systems

 Redundant arrays of inexpensive disks (RAID) (1987)

 A collection of disks that behaves like a single disk with

 High capacity, high bandwidth, high reliability disk

 Key idea in RAID: error correcting information across disks

 Many organizations; two distinguishing features:

 The granularity of the interleaving (bit, byte, block)

 The amount and distribution of redundant information

 Patterson’s classification: RAID levels 0 to 6
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Extensive validation
 RAID 0: Non-redundancy (sharding)

 Best write performance

 Not necessarily the best read latency!

 Worst reliability

 RAID 1/1+0: Mirroring (shadowing)

 Half the capacity

 Faster read latency: schedule the disk with 

the lowest queuing, seek, and rotational

delays

 What about write?
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RAID Discussion

 RAID layers tradeoffs

 Space, fault-tolerance, read/write performance

 HW-based RAID-5 is becoming less popular

 RAID1+0 is often used for large disk arrays

 RAID can be done in SW & across servers

 RAID-5 like approaches are popular
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Dealing with Faults in Memories

 Permanent faults (stuck at 0/1 bits)

 Address with redundant rows/column (spares)

 Built-in-self-test & fuses to program decoders

 Done during manufacturing test

 Transient faults

 Bits flip 01 or 1 0

 Detect using parity (i.e., a 9th bit per byte)

 Even parity: make the 9th bit 1 if the number of 1s in the byte is odd
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ChipKill: RAID for DRAM

 Chipkill DIMMs: ECC across chips (or even DIMMS)

 Instead of 8 use 9 regular DRAM chips (64-bit words)

 Can tolerate errors both within and across chips
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RAID Failure Numbers [IBM Study]
 10K processors with 4GB per server  following rates of 

unrecoverable errors in 3 years of operation

 Parity only: about 90K; 1 unrecoverable failure every 17 minutes

 ECC only: about 3.5K; 1 unrecoverable or undetected failure every 7.5 hours

 Chipkill: about 6; one unrecoverable/undetected failure every 2 months

 10K server chipkill = same error rate as a 17-server ECC system
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Dealing with Network Faults

 Use error detecting codes and retransmissions

 CRC: cyclic redundancy code

 Receiver detects error and requests retransmission

 Requires buffering at the sender side

 An ack/nack protocol is typically used

 To indicate when the receiver received correct data (or not)

 Time-outs to deal with the case of lost messages

 Error in control signals or with acknowledgements

 Permanent faults

 Use network with path diversity



35

Dealing with Faults in Logic

 Triple module redundancy (TMR)

 3 copies of compute unit + voter

 Issues: synchronization & common mode errors

 Dual modular redundancy (DMR)

 2 copies of compute unit + comparator

 Can use simpler 2nd copy (e.g., parity predictor)

 Checkpoint & restore

 Periodic checkpoints of state

 On error detection, rollback & re-execute from checkpoint

 Issues: checkpoint interval, detection speed, # of checkpoints, 

recovery time, …
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Data Center Availability
 Mostly system-level, SW-based techniques

 Using clusters for high-availability

 Reasons

 High cost of server-level techniques

 Cost of failures vs cost of more reliable servers

 Cannot rely on all servers working reliably anyway!

 Example: with 10K servers rated at 30 years of MTBF, you should expect to 

have 1 failure per day

 But components need to be reliable enough…

 ECC based memory used (detection is important)
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Data Center Availability

 Other techniques
 Fail-safe behavior, admission control, spare capacity

 Use monitoring/deployment management system to handle failures as well
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Lessons & Advice
 In general, fault prediction is difficult

 Exception: common mode errors

 E.g., disk manufacturing issues

 Repairs

 Given some spares, repairs can be delayed

 Must compare cost of repair vs cost of spare (TCO)

 If it is not tested, don’t rely on it

 Check for single points of failure

Key principles: Modularity, fail-fast, independence of failure modes, redundancy 

and repair, single-point of failures
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Performance & Availability

 Graceful degradation under faults
 E.g., search quality results with loss of systems

 E.g., delay in access to email

 E.g., corruption of data of web (really bad)

 Internet itself has only two nines of availability

 More appropriate availability metrics
 Yield = fraction of requests satisfied by service/total number of requests 

made by users

 Performability: composite measure of performance and dependability


