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ABSTRACT
Objective: Microservices transform traditional monolithic applications into lightweight, loosely coupled application components
and have been widely adopted in many enterprises. Cloud platform infrastructure providers enhance the resource utilization
efficiency of microservices systems by co-locating different microservices. However, this approach also introduces resource com-
petition and interference among microservices. Designing interference-aware strategies for large-scale, co-located microservice
clusters is crucial for enhancing resource utilization and mitigating competition-induced interference. These challenges are fur-
ther exacerbated by unreliable metrics, application diversity, and node heterogeneity.
Methods: In this paper, we first analyze the characteristics of large-scale and co-located microservices clusters at Alibaba and
further discuss why cycle per instruction (CPI) is adopted as a metric for interference measurement in large-scale production
clusters, as well as how to achieve accurate prediction of CPI through multi-dimensional metrics. Based on CPI interference
prediction and analysis, we also present the design of the C-Koordinator platform, an open-source solution utilized in Alibaba
cluster, which incorporates co-location and interference mitigation strategies.
Results: The interference prediction models consistently achieve over 90.3% accuracy, enabling precise prediction and rapid mit-
igation of interference in operational environments. As a result, application latency is reduced and stabilized across all percentiles
(P50, P90, P99) response time (RT), achieving improvements ranging from 16.7% to 36.1% under various system loads compared
with state-of-the-art system.
Conclusion: These results demonstrate the system’s ability to maintain smooth application performance in co-located
environments.

1 | Introduction

In the evolving landscape of cloud computing, the manage-
ment of expansive cluster scale presents a unique set of chal-
lenges and opportunities. These clusters support a diverse suite of
applications, each with distinct functional roles, resource prefer-
ences, and core-affinity requirements [1–3]. This diversity, while
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© 2026 John Wiley & Sons Ltd.

advantageous, introduces significant complexities in effective
cluster management [4, 5]. A prominent issue in such a complex
environment is the interference scenario where the performance
of one application detrimentally affects another. This can mani-
fest in various forms, from increased RT and reduced throughput
to significant service latency, directly impairing user experience
and potentially resulting in substantial business losses [6–8]. To
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FIGURE 1 | Latency and SLO violations under interference in a production Nginx service. At a constant request rate of 100 QPS, the P99 latency
remains relatively stable under normal conditions, with occasional fluctuations reaching 2–5 times the average baseline. However, when CPU or mem-
ory interference is injected, the P99 latency can spike up to 22.9×, leading to severe SLO violations and substantial degradation of user experience.

illustrate the real-world impact of such interference in a pro-
duction environment, we conducted a controlled experiment
using a Nginx-based online service deployed in Alibaba’s pro-
duction cluster. A steady input load of 100 QPS (query per sec-
ond) was applied to the application, during which we introduced
varying levels of CPU and memory interference. As shown in
Figure 1, under normal conditions without interference, the P99
latency remained relatively stable, with occasional increased RT
by 2.1× to 4.9× than the normal. However, once interference
was injected, the latency surged dramatically, reaching up to
22.9× of the normal level. This resulted in severe SLO violations
and substantial degradation in service quality, which underscores
the severe performance degradation caused by interference,
highlighting the importance of accurately predicting potential
contention and ensuring stable application performance under
co-location.

Additionally, interference can cause disproportionate resource
allocation, leading to some nodes being overburdened while oth-
ers remain underutilized [9, 10]. Such imbalances degrade overall
resource efficiency and increase operational costs significantly
[11]. Furthermore, the interdependent nature of cluster applica-
tions, such as microservices [12] with dependencies and share
nodes, implies that a failure in one can disrupt others, potentially
resulting in partial or total service outages.

Researchers have been dedicated to enhancing the resource effi-
ciency of data centers through co-location, allowing multiple
applications to share the same physical resources [13–16]. For
example, Google’s Borg system [14] employs advanced machine
learning (ML) models to optimize task allocation and resource
utilization. Similarly, Alibaba’s Fuxi system [17] orchestrates
resource management with precision, ensuring efficient utiliza-
tion and supporting rapid business iteration. By co-locating mul-
tiple applications on the same physical resources, data centers
can better utilize idle resources.

However, while co-location helps to maximize resource utiliza-
tion, it also exacerbates the issue of interference [18–21],
particularly due to uncontrolled competition for shared
resources. This adds another layer of complexity, where not only

latency-sensitive applications but also best-effort applications
experience performance fluctuations. Furthermore, the inherent
dynamic nature of resource utilization within these clusters
makes the analysis of applications, nodes, and individual
pods even more formidable. For instance, Alibaba’s ecosystem
[22, 23] comprises millions of nodes, each supporting diverse
pods (e.g., can be up to 50 pods) with varying quality of service
(QoS) demands (e.g., ranging from millisecond to minutes),
resource consumption profiles, and shared resources. Although
recent advancements in hardware isolation technologies have
shown potential in mitigating interference [24–26], they are
largely impractical to apply within Alibaba’s infrastructure with-
out considering co-located and large-scale application resource
usage characteristics. As a result, interference-induced perfor-
mance issues are becoming increasingly difficult to detect and
predict [26].

In complex ecosystems such as Alibaba Cloud, which are now
entirely based on microservices architectures, unhandled inter-
ference can significantly impact system performance [27, 28],
most notably manifested as increased latency. This latency
not only affects the real-time performance of applications but
also indicates underlying resource competition that can disrupt
the smooth operation of our systems. This paper outlines our
approach within Alibaba’s large-scale, co-located microservices
clusters, where we leverage various low-level system metrics
to train a predictive model. The model is designed to forecast
potential interference by continuously monitoring system per-
formance for anomalies. By detecting these anomalies early, the
model enables proactive management of potential disruptions.
Unlike existing interference-aware schedulers that rely primar-
ily on reactive signals such as IPC, tail latency, or utilization
thresholds, C-Koordinator leverages predicted CPI as a core sig-
nal for proactive interference-aware scheduling. To the best of
our knowledge, C-Koordinator is the first system that systemati-
cally applies CPI-based prediction for interference management
in large-scale, production co-located microservice clusters. By
using CPI as a hardware-level, application-agnostic indicator and
predicting it from fine-grained node-, pod-, and application-level
metrics, C-Koordinator enables robust and scalable interference
mitigation across diverse workloads.
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The key contributions of this paper are as follows:

1. Characterization of Alibaba’s applications: We characterize
the features of Alibaba’s large-scale and co-located applica-
tions, underscoring the complexities of detecting interfer-
ence and identifying robust metrics and methodologies for
its effective management. Our analysis of complex metrics
aims to seek the optimal metrics and strategies for predict-
ing and mitigating interference, thereby enhancing system
resilience and operational efficiency.

2. CPI-based interference prediction model: We introduce a
CPI-based interference prediction approach to identify the
potential interference when applications are co-located.
This predictive model achieves over 90.3% accuracy in fore-
casting interference for Alibaba’s latency critical applica-
tions, while also balancing time costs of prediction.

3. Interference-aware management strategy: We present
Alibaba’s interference-aware management framework,
C-Koordinator, to mitigate interference and ensure QoS.
This framework seamlessly integrates into Alibaba’s
existing management infrastructure and has been vali-
dated for 4 years, enabling efficient and rapid detection of
interference, with highly effective interference elimination
results.

The structure of this paper is as follows: Section 2 reviews
the challenges in resource management and interference mit-
igation in large-scale distributed systems, particularly within
cloud-native environments. Section 3 introduces the architecture
of C-Koordinator, an enhanced version of Alibaba’s Koordina-
tor, designed to address performance interference in microser-
vice clusters. Section 4 details the design of the interference
prediction and mitigation mechanisms, focusing on CPI-based
prediction models. Section 5 presents experimental evaluations
of C-Koordinator, demonstrating its effectiveness in optimizing
resource allocation and minimizing performance degradation.
Finally, Section 6 concludes with a summary of key findings and
outlines future research directions. For clarity and ease of refer-
ence, the acronyms and notations used throughout this paper are
summarized in Table 1.

2 | Background and Related Work

This section highlights the characteristics of large-scale and
co-located microservice cluster management with Alibaba’s sce-
nario, and discusses why the existing related approaches cannot
satisfy our objectives.

2.1 | Characterization of Alibaba’s Microservice
Clusters

We first demonstrate data derived from Alibaba realistic trace to
show the co-location related characterization.

2.1.1 | Co-Location With Diverse Applications

Alibaba’s microservice-based clusters support a variety of
applications, such as Taobao (e-commerce), Alipay (financial

TABLE 1 | Summary of acronyms and notations used in this paper
and their corresponding meanings.

Symbol Meaning

CPI Cycles Per Instruction
CSI CPI Severity Index for mitigation decisions
QoS Quality of Service
SLO Service Level Objective
PMU Performance Monitoring Unit
BE Best-Effort workload
LS Latency-Sensitive workload
LSR Latency-Sensitive Reserved workload
RT Response Time
QPS Queries Per Second
ΔCPI Deviation between predicted CPI and reference CPI
𝑈
𝑡

𝑛
Comprehensive resource utilization of node 𝑛 at time 𝑡

𝐶
𝑡

𝑛
CPU utilization of node 𝑛 at time 𝑡

𝑀
𝑡

𝑛
Memory utilization of node 𝑛 at time 𝑡

𝐶
𝑠,𝑡

𝑛
Shared CPU pool utilization of node 𝑛 at time 𝑡

THselect Threshold for interference candidate selection
THCPI CPI-based interference detection threshold
𝐼
𝑝

Pod-level performance indicators
𝐼
𝑛

Node-level performance indicators
𝐼
𝑠

Application-level performance indicators
𝐿current Current observed application latency

services), and Alibaba Cloud (infrastructure). As shown in
Figure 2a that illustrates the complexity and diversity of
application distribution within a cluster, which depicts the Prob-
ability Density Function (PDF) of the number of applications
running on each node, showing a notable variance with approx-
imately 600 nodes hosting around 19 applications each, while
about 1000 nodes manage only 4–5 applications. This distribu-
tion highlights the intricate and varied nature of node utilization
across the cluster. Figure 2b presents the CPU utilization over sev-
eral days for different categories of applications within a single
node, including online (stringent QoS requirements for latency
and availability), offline (not latency-sensitive and can tolerate
being preempted, delayed, or scheduled flexibly), and shared pool
(mixed latency requirement) usage. The diagram reveals substan-
tial fluctuations in CPU usage, with high utilization rates that
underscore the challenges in resource management and interfer-
ence prediction within such a dynamic environment. The com-
plexity of these patterns significantly complicates the analysis
and prediction of potential resource conflicts and performance
interference.

The applications in Alibaba’s cluster are highly co-located, with
over 60% of nodes running more than 15 applications each. These
applications have distinct resource requirements and usage pat-
terns. Over 30% of online service experienced resource contention
during peak load periods. For instance, during high-traffic
events like Singles’ Day, e-commerce services can monopolize
CPU and memory resources, causing contention and interfer-
ence with other applications. Additionally, Alibaba’s services
demand varied QoS; real-time bidding services in advertising
require extremely low latency, while batch processing jobs in data
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(a) PDF shows the Node distribution by number

of running applications.

(b) CPU utilization over time for different

categories in Node.

FIGURE 2 | Co-located application distribution and CPU utilization patterns in Alibaba’s cluster.

analytics can tolerate higher latency. Ensuring these diverse QoS
requirements are met without mutual interference is a significant
challenge, especially in a co-located environment. Alibaba’s solu-
tions must be exceptionally agile and responsive to handle these
spikes without degrading the performance of critical services
like Alipay. Existing solutions often struggle to dynamically real-
locate resources efficiently across such diverse and fluctuating
demands.

2.1.2 | Complexity in Metrics Collection and Analysis

Alibaba’s ecosystem generates vast amounts of metrics from user
interactions, transaction logs, and system health indicators. Col-
lecting, processing, and analyzing these metrics in real-time to
detect interference and performance bottlenecks is challenging
due to the sheer scale and diversity of data. Providing real-time
performance insights for applications like Alibaba Cloud services
requires advanced, scalable monitoring systems. These systems
must detect and resolve interference swiftly to maintain QoS
across a broad range of applications. Based on Alibaba’s practice,
interference should be detected within 1–2 s based on perfor-
mance counters, and should be mitigated within 5–30 s. In most
cases (over 90%), interference affecting online services should be
fully resolved within 10 s, otherwise the users’ experience could
be significantly degraded.

Figure 3 illustrates the intricate relationship between resource
utilization and performance metrics within Alibaba’s cluster over
a six-day period. The diagram shows the fluctuations in node
CPU usage, alongside the CPI and average RT, showing asyn-
chronous and inconsistent changes. The diverse fluctuations
across these metrics highlight the dynamic nature of system per-
formance, with notable variations that can be attributed to opera-
tional interference. The node CPU utilization curves demonstrate
the variability in resource consumption, while the CPI index
offers insights into the efficiency of CPU operations under differ-
ent load conditions. Concurrently, the RT metric provides a direct
measure of application responsiveness. This combined view high-
lights the complexity of correlating these metrics to effectively
identify and mitigate performance interference.

The distinct behavior of each metric over the same timeline illus-
trates the challenges in collecting and analyzing data from mul-
tiple sources to diagnose and address potential system ineffi-
ciencies, including categories such as BE (Best Effort, without
strict QoS requirement), LS (Latency Sensitive, with strict latency

FIGURE 3 | Complexity in metrics collection and analysis.

FIGURE 4 | CPU and memory usage across application types.

demand), LSR (Latency Sensitive Reserved, applications with
reserved resources), and SYSTEM (operating system services).
In addition, as shown in Figure 4, the high resource utilization
across different application types increases the difficulty of main-
taining resource isolation at the underlying level. This elevated
resource usage raises the likelihood of interference, further com-
plicating system management and performance optimization.

2.2 | Limitations of Existing Solutions

Kubernetes [29] has become the de facto standard for container
orchestration, offering a comprehensive and scalable platform
for managing microservices. Its key benefits include automated
deployment and scaling of containers across clusters. Kubernetes
simplifies the management of microservices architectures, pro-
viding features such as service discovery, load balancing, storage
orchestration, automated rollouts and rollbacks, and self-healing
capabilities [30]. Additionally, the portability and flexibility of
Kubernetes make it an attractive choice for organizations seek-
ing to adopt a cloud-native approach and manage their appli-
cations consistently across on-premises, hybrid, and multi-cloud
environments.

While Kubernetes offers robust orchestration capabilities, it still
falls short in interference management due to its lack of built-in
mechanisms for handling resource contention. Its reliance on
static resource allocation, such as CPU and memory limits, often
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leads to inefficient resource use and performance degradation
among co-located applications. Furthermore, Kubernetes’ sched-
uler lacks the ability to adapt to the dynamic and fluctuating
workloads of applications, resulting in resource contention. This
issue is particularly problematic in complex, multi-tenant envi-
ronments where minimizing interference is crucial for maintain-
ing stable and predictable application performance. Although
it integrates basic tools like Prometheus for monitoring, the
absence of predictive models that forecast resource contention
further limits its proactive capabilities, hindering its ability to pre-
vent performance degradation.

Koordinator [31] cluster management system, an open-source
project, aiming at enhancing the Kubernetes’s monitoring and
predictive capabilities. It is designed to optimize the co-location
of microservices, AI, and big data workloads on Kubernetes. As a
modern solution tailored for high-demand environments, Koor-
dinator addresses the challenges of resource allocation, utiliza-
tion, performance management, and interference mitigation in
large-scale, diverse workloads. It achieves this through a combi-
nation of advanced scheduling techniques and resource manage-
ment strategies, ensuring that resources are used efficiently while
minimizing interference between co-located applications.

Although Koordinator has proven highly effective in large-scale
production environments, it exhibits several limitations in inter-
ference detection. The system’s proactive interference detection
capabilities are relatively simple and lack the ability to detect
interference with fine granularity and unified way for diverse
applications. These limitations result in a coarse detection pro-
cess that struggled to accurately capture subtle performance fluc-
tuations in complex workloads.

To address these challenges, Koordinator required a more uni-
fied, fine-grained and accurate interference-aware scheduling
mechanism. This paper introduces the C-Koordinator (CPI-based
Koordinator) system, which builds on the foundation of Koor-
dinator by enhancing its interference detection capabilities.
C-Koordinator integrates more granular and precise interference
sensing, utilizing advanced monitoring metrics and machine
learning (ML) algorithms to predict interference based on CPI.
These improvements enable the system to identify potential inter-
ference early, allowing for timely interventions that ensure better
resource utilization and maintain QoS.

2.3 | Discussions of Related Work

The focus of current related work can be mainly divided into three
categories, including performance metrics selection, predictive
model selection, and interference prediction model.

2.3.1 | Performance Metrics Selection

To address the issue of application performance interference in
co-location environments, it is required to timely detect or predict
the interference [32]. One typical approach is to identify interfer-
ence by monitoring the real-time latency of applications [33, 34],
such as employing tail latency to detect interference [35, 36]. Due
to the proprietary management practices of data centers and strict

data privacy and security policies, it remains difficult to access
fine-grained latency metrics for applications operating in pro-
duction environments. Moreover, as an application-layer metric,
tail latency is inherently influenced by workload characteristics
such as QPS, which can fluctuate independently of underlying
resource contention. This coupling makes it challenging to isolate
and attribute performance degradation directly to interference
effects in co-located systems. As a result, researchers often turn to
alternative, indirect performance indicators—drawn from both
the software system and hardware resource levels—to more
accurately assess the presence and severity of interference in
multi-tenant environments, like instructions per cycle (IPC) [37],
requests waiting time [38], counter value per instruction (VPI)
[39], system level entropy [40], or CPI [15, 41], which become
crucial in addressing the interference. However, as the number of
resource types to manage increases, the behavior of applications
under multi-dimensional resource interference becomes more
intricate. Solely relying on indirect indicators to separately evalu-
ate interference in various resource dimensions makes it increas-
ingly difficult to comprehensively assess an application’s overall
interference susceptibility.

The CPI metric has proven to be an effective indicator of interfer-
ence for CPU-intensive applications (such as Cpi2 [41]) to capture
resource contention. Prior work has explored various metrics for
interference detection. For instance, Bubble-flux [37] identified a
close correlation between the IPC metric and query latency, while
Shenango [42] monitored thread and network packet queuing
times to gauge CPU resource utilization. PerfCloud [38] focused
on I/O interference by analyzing variance in blkio wait times, and
Holmes [39] introduced the VPI metric to diagnose SMT inter-
ference in memory access using hardware performance events.
Liang et al. [40] proposed System-Level Entropy as a method
to quantify resource contention through entropy analysis across
time series data. Additionally, in co-location environments, com-
petition for shared resources spans multiple dimensions, as high-
lighted by works like Caladan [43] and Alita [44].

While these methods are insightful, they are limited in their
applicability to large-scale clusters. Most of them rely on metrics
that are either challenging to collect at scale, such as tail latency
[2, 34, 45], or depend on detailed hardware monitoring, which
may not be feasible in environments with privacy concerns or
access restrictions. Moreover, some approaches are focused on
specific environments that do not generalize well to the complex-
ity of large-scale systems. For this reason, we utilize CPI, which
offers a more scalable and holistic view of application inter-
ference, making it more suitable for large-scale and co-located
microservice clusters.

2.3.2 | Predictive Model Selection

Given the difficulty of directly measuring interference effects
in production cloud environments (e.g., restricted access to
fine-grained application metrics and the dynamic, multi-tenant
nature of modern data centers), researchers increasingly focus
on predictive approaches to model and manage performance
interference. Statistical techniques, machine learning models,
and deep neural networks, such as decision trees and domain
adversarial neural networks, have been employed to construct
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interference models for applications [46, 47]. These predictive
models capture the complex relationships between application
performance and interference factors across multiple resource
dimensions, enabling the estimation of performance variations
under diverse workload and co-location scenarios. Compared
to direct measurement, predictive models offer a scalable and
non-intrusive solution, capable of generalizing to unseen inter-
ference patterns and dynamically adapting to workload fluctua-
tions. Once interference is predicted or detected, resource man-
agement strategies, including dynamic resource allocation and
intelligent job scheduling, can be applied proactively to mitigate
performance degradation and ensure QoS.

In the process of constructing interference prediction mod-
els, a key step is collecting interference data, with one widely
adopted technique being interference-injection-based data col-
lection methods [47–49]. This method involves manually intro-
ducing interference to analyze applications offline and adjust-
ing resource competition intensity on various shared resources
to quantify the degree of application performance degradation.
However, given the diversity of applications in large-scale envi-
ronment, it is infeasible to explore all the cases manually. Cur-
rently, the existing prediction models are mainly based on single
or limited metrics to predict interference. Additionally, how to
balance the prediction accuracy and efficiency in large-scale envi-
ronment is still an open question. In this work, we aim to provide
Alibaba’s practice on selection of interference metrics and predic-
tion models.

2.3.3 | Interference Prediction Model

When applying traditional prediction models to microservice-
based environments, the fine granularity and complex chains
of microservices demand more sensitive interference detec-
tion mechanisms, finer resource isolation measures, and more
efficient resource allocation strategies to ensure consistent
application performance [50, 51]. While prior research has
made significant progress in developing prediction models
and orchestration frameworks for such environments, sev-
eral limitations remain. For example, Lu et al. [52] devel-
oped Optum, a unified scheduler for large data centers, focus-
ing on balancing resource utilization and scalability, but it
does not fully address the fine-grained interference detection
required for diverse, co-located microservices. Similarly, while
Luo et al. [50] proposed optimization methods for microser-
vice performance in interference-prone environments, their
approaches lack real-time adaptability, which is essential for
managing the dynamic nature of microservice chains. Adep-
pady et al. [53] introduced iPlace, a heuristic algorithm designed

to minimize deployment interference, but this solution may
prove insufficient in large-scale environments where manual
adjustments become impractical. Frameworks such as Adrias
[54] and Perph [55], which leverage deep learning for perfor-
mance prediction, show promise but encounter overhead and
scalability challenges in heterogeneous clusters with diverse
workloads.

However, these models often rely on a limited set of metrics,
which may not fully capture the multidimensional nature of
interference in real-world, large-scale environments. In contrast,
our work addresses these limitations by providing a more scalable
and efficient approach to interference prediction and resource
management, specifically designed for Alibaba’s vast microser-
vice architecture. We focus on selecting practical interference
metrics and models that strike a balance between prediction
accuracy and system efficiency.

Table 2 summarizes the key differences between C-Koordinator
and existing schedulers in terms of metrics, prediction granular-
ity, and deployment scalability, where the bold values indicate
the results achieved by C-koordinator. Existing cluster sched-
ulers and interference-aware systems differ significantly in terms
of performance metrics, prediction granularity, and scalability.
Kubernetes and Koordinator primarily rely on reactive signals
such as response time and resource utilization, and do not pro-
vide proactive interference prediction. Prior research efforts have
explored metrics such as IPC, tail latency, or entropy-based indi-
cators for interference detection; however, these approaches are
often sensitive to workload-specific behaviors and are difficult to
deploy at production scale.

In contrast, C-Koordinator employs predicted CPI as a unified,
hardware-level signal for interference-aware scheduling. By pre-
dicting CPI rather than reacting to instantaneous measurements,
C-Koordinator enables early detection of performance degra-
dation and proactive mitigation. Moreover, its design supports
fine-grained prediction across node-, pod-, and application-level
metrics, making it suitable for large-scale, heterogeneous, pro-
duction environments.

3 | Design of C-Koordinator

In this section, we introduce the design of C-Koordinator to
address the limitations of the existing approaches and sys-
tems. Proven in large-scale production environments within
Alibaba for more than 4 years, C-Koordinator has demonstrated
its robustness and effectiveness at scale. Alibaba’s diverse range
of services, including e-commerce, cloud computing, financial

TABLE 2 | Comparison of C-Koordinator with existing systems.

System Metric used Prediction Granularity Proactive Production scale

Kubernetes RT/Utilization No Node-level No Yes
Koordinator RT/Utilization No Pod-level No Yes
IPC-based schedulers IPC Limited Node/Task-level Partial No
Tail-latency-based Tail RT Limited Service-level Partial No
C-Koordinator (ours) Predicted CPI Yes Node+Pod+App Yes Yes

Note: Bold values highlighting best accuracy and training time
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services, and AI tasks, rely on C-Koordinator to maintain high
performance and efficiency across millions of containers.

3.1 | Overall Design Objectives

The discussions in Section 2 inspire us to achieve the follow-
ing objectives to achieve interference-aware management for
large-scale and co-located clusters:

3.1.1 | Unified Interference Detection

Our system aims to incorporate a unified framework for detecting
resource contention and interference across diverse workloads.
By leveraging comprehensive metrics such as CPI and other key
performance indicators, the system provides a holistic view of
interference patterns. This unified detection mechanism ensures
that all potential sources of interference are identified promptly,
regardless of the application type or resource demands.

3.1.2 | Proactive Management

To effectively manage co-located applications, the system must
employ proactive resource management strategies. This includes
real-time monitoring and predictive analytics to forecast poten-
tial interference before they impact application performance. By
dynamically adjusting resource allocations based on these predic-
tions, the system can mitigate interference preemptively, ensur-
ing optimal application performance and resource utilization.

3.1.3 | Fine-Grained Monitoring

The system should offer comprehensive and granular monitoring
capabilities that provide real-time insights into resource usage,
performance metrics, and interference sources. Advanced mon-
itoring tools and dashboards will facilitate the detailed analysis
of resource consumption patterns, enabling quick identification
and resolution of performance issues. This fine-grained monitor-
ing ensures that even subtle interference effects are detected and
addressed promptly and efficiently.

3.2 | Motivation of Using CPI

In large-scale, co-located microservice-based clusters such as
those operated by Alibaba, monitoring and managing per-
formance interference is a persistent challenge due to the
dynamic nature of workloads, heterogeneous hardware configu-
rations, and the sheer scale of deployment. Traditional high-level
application performance metrics, such as RT and resource uti-
lization, often fall short in this context. RT, while meaningful at
the application layer, is influenced by a variety of external fac-
tors including QPS, network delays, and upstream/downstream
service dependencies, making it difficult to directly attribute vari-
ations in RT to underlying resource contention or interference.
Moreover, acquiring fine-grained RT data across thousands of
production nodes is constrained by privacy, overhead, and access
limitations. As our study highlights, the diversity of Alibaba’s

application workloads further exacerbates this issue, as differ-
ent applications exhibit varying latency sensitivities and perfor-
mance baselines, rendering RT an inconsistent and unreliable
interference indicator in large, heterogeneous environments.

To address these challenges, CPI emerges as a more suitable
and reliable metric for interference detection and prediction in
large-scale, co-located clusters. However, instead of using CPI
in isolation, we leverage multiple system-level indicators, such
as memory utilization, network latency, and disk I/O, to pre-
dict CPI. This approach allows us to integrate multiple factors
affecting CPI, providing a comprehensive prediction model that
accounts for a wide range of potential performance bottlenecks.
As a low-level performance counter available on modern proces-
sors, CPI reflects the average number of CPU cycles consumed
per executed instruction, capturing the combined effects of CPU
contention, memory access delays, cache interference, and other
micro-architectural stalls. Unlike RT, CPI is largely indepen-
dent of application-specific request patterns and external service
dependencies, providing a uniform, hardware-level signal of per-
formance degradation due to resource interference. Furthermore,
CPI can be efficiently collected through lightweight, node-level
monitoring tools without exposing sensitive application-layer
information, making it scalable and practical for deployment in
production-grade clusters. By predicting interference using CPI
in conjunction with fine-grained hardware and software metrics
across node-, pod-, and application-level data, cloud providers
can implement more proactive, precise, and infrastructure-aware
resource management strategies to mitigate performance degra-
dation in multi-tenant environments. This allows for accu-
rate interference prediction across a wide variety of workloads,
from compute-heavy tasks to network- and data-bound applica-
tions, ensuring that CPI remains a suitable metric for diverse
application types, with varying resource demands.

3.2.1 | CPI Collection and Overhead

C-Koordinator collects CPI using hardware performance coun-
ters available on modern processors. Specifically, lightweight
kernel-level instrumentation (PMU counters exposed via
perf-like interfaces) is used to periodically sample the num-
ber of retired instructions and CPU cycles at the node level. CPI
is then computed as the ratio between these two counters.

To ensure scalability and low overhead in production environ-
ments, CPI is sampled at a coarse-grained interval (tens to hun-
dreds of milliseconds), which is sufficient for interference pre-
diction while avoiding high-frequency polling. Since the collec-
tion relies on hardware-supported counters and does not require
application-level instrumentation or code modification, the mea-
surement process is non-intrusive and efficient. In our produc-
tion deployment, the CPU overhead introduced by CPI collection
and related monitoring components remains within 1%–3%, as
reported in Section 5.

3.3 | Architecture of C-Koordinator

As depicted in Figure 5, two components are inherited from
Koordinator: 4© Koordinator Scheduler and 5© Koordlet located
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FIGURE 5 | C-Koordinator architecture overview.

above the dashed line. The Koordinator Scheduler, deployed as
a Kubernetes Deployment, enhances resource scheduling with
QoS-aware strategies, differentiated SLO management, load bal-
ancing, and resource overcommitment to optimize low-priority
workloads. It also manages fine-grained CPU orchestration and
QoS policies for memory and bandwidth. The Koordlet man-
ages resource overcommitment, interference detection, and QoS
guarantees through modules for CPU, memory, network, and
disk profiling, isolation, and contention monitoring. The QoS
Manager adjusts node co-location dynamically based on inter-
ference detection and SLO configurations, while resource tuning
optimizes container performance.

Below the dashed line, in addition to the inherited compo-
nents, C-Koordinator has significant enhancements to the orig-
inal Kubernetes and Koordinator, tailored to meet the demands
of Alibaba’s co-located microservices clusters. By integrating
an advanced interference prediction model into the system
architecture, the system builds upon core functionalities like
QoS Scheduling and SLO Management to deliver a more
interference-aware orchestration framework.

The core strength of C-Koordinator lies in its Add-on Inter-
ference Module, which integrates three essential components,
as highlighted in the diagram: 1© Interference Predictor, 2©
Interference Detector and 3© Interference Mitigator. These mod-
ules interact seamlessly to manage performance and resource

contention at every stage of the application lifecycle. Interference
Predictor continuously monitors the system to predict early
signs of resource contention. Once interference is detected, the
CPI-based Interference Detector identifies potential performance
degradation, allowing the system to take preemptive actions.
The Interference Mitigator dynamically adjusts resource allo-
cation to maintain high-priority application performance, espe-
cially during peak loads. It works alongside Koordinator’s orches-
tration capabilities, ensuring efficient interference management
while maintaining system stability. The detailed design of these
modules is discussed in Section 4.

3.4 | Design of Key C-Koordinator Modules

In this subsection, we will discuss the design of the key compo-
nents in C-Koordinator.

3.4.1 | Interference Predictor

Our study in Section 2 demonstrates that common metrics
(e.g., RT and resource utilization) cannot accurately reflect
the relationship between application performance and infer-
ence given the diversity of Alibaba’s applications. Therefore,
We propose an interference-aware approach based on CPI pre-
dicted by fine-grained metrics from node-level, pod-level, and
application-level for large-scale cluster. Traditional metrics often
fall short in providing accurate and scalable insights across a
vast array of nodes and diverse applications. In our approach,
we employ CPI as the primary metric for detecting and pre-
dicting application interference. CPI serves as an advantageous
metric due to its ability to reflect the performance characteris-
tics of applications across a substantial number of nodes, unlike
traditional metrics which may not scale well or accurately rep-
resent application performance in heterogeneous environments.
This module needs to address which software and hardware met-
rics should be selected for prediction interference for co-located
applications.

3.4.2 | Interference Detector

In the daily operations of Alibaba’s scheduling system, the Inter-
ference Detector serves as the fundamental monitoring compo-
nent. This routine monitoring primarily maintains the QoS for all
applications running within the system and monitors the shared
resource utilization at each node. Specifically, it tracks the total
CPU utilization and total memory utilization of each node. Addi-
tionally, it measures the shared CPU utilization across various
applications on node. If the utilization of these shared resources
surpasses a dynamically adjusted threshold, the corresponding
application is flagged and added to the list for further interfer-
ence detection and optimization. This module needs to address
which model should be used for predicting interference to bal-
ance accuracy and efficiency in large-scale cluster.

3.4.3 | Interference Mitigator

After detecting and confirming the presence of interference,
the system’s interference mitigation policy is activated. This
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component is responsible for issuing alerts to the affected
application, collecting detailed data on the application’s resource
usage, and deciding which mitigation strategies to employ. The
system dynamically adjusts resource allocations based on the spe-
cific characteristics of the affected application and the node on
which it resides. This module needs to address which application
should be suppressed and which pods should be evicted from the
original nodes to reduce resource usage.

4 | Implementation and Practice of the Key
Components of C-Koordinator

In this section, we will discuss the implementation details and
Alibaba’s practice on developing C-Koordinator.

4.1 | Interference Predictor: Fine-Grained
Prediction for Interference

CPI is a reliable indicator of application performance, as
higher CPI values typically signal inefficiencies caused by
resource contention, cache conflicts, or memory bottlenecks. Its
hardware-level nature makes it more consistent across diverse
applications compared to metrics like RT, which can be influ-
enced by workload patterns, service logic, and external depen-
dencies. However, real-time CPI measurements in production
environments are subject to several challenges. CPI naturally
fluctuates with changes in instruction set architectures, workload
characteristics, system background noise, and transient events
like cache misses or branch mispredictions. These fluctuations
can introduce considerable noise into real-time data, making it
difficult to distinguish between short-lived, benign spikes and
sustained interference that requires corrective action. Further-
more, relying on real-time CPI data for interference manage-
ment introduces operational risks. Instantaneous CPI readings
may reflect momentary anomalies rather than meaningful perfor-
mance trends, potentially triggering unnecessary or suboptimal
resource adjustments.

To address this, we propose a predictive CPI-based interference
detection approach. Instead of reacting to unstable real-time CPI
readings, we use models trained on historical and system-level
metrics to forecast CPI trends under varying co-location and
workload conditions. This predictive strategy enables proactive
interference management, smoothing out short-term fluctua-
tions while capturing meaningful performance trends, thus offer-
ing a scalable and accurate solution for interference detection.

While CPI is physically collected at the node level, C-Koordinator
attributes CPI variations to individual microservices through
a correlation-based inference process rather than direct
per-request instrumentation. Each node hosts a limited number
of co-located pods, whose execution windows, CPU shares,
and scheduling statistics are already tracked by the container
runtime and Koordinator. By jointly analyzing CPI fluctuations
with pod-level resource usage and scheduling signals over time,
C-Koordinator infers which microservices are contributing
to or affected by interference. This design avoids tracing CPI
down to individual microservice calls, which would be pro-
hibitively expensive and intrusive at scale. Instead, CPI serves as

a node-level interference signal, while fine-grained attribution
is achieved through temporal and resource-usage correlation
across pods. This level of attribution is sufficient for interference
detection and mitigation decisions, which are performed at the
pod and application level.

4.1.1 | Practice 1: Additional Metrics for Interference
Prediction

In our pursuit to develop an accurate and efficient predic-
tive model for CPI as an interference metric in large-scale and
co-located microservice-based clusters, we carefully select the
metrics. The challenge lies in balancing the need for comprehen-
sive data to ensure prediction accuracy with the practical con-
straints of time and resource consumption associated with data
collection. Our goal was to filter out a set of key metrics that
would provide the most predictive performance while minimiz-
ing overhead.

Initially, we focused on the cluster’s running status, specifically
examining node CPU utilization. So, we introduced commonly
used utilization metrics within the container environment, such
as node CPU utilization, pod CPU utilization, and memory uti-
lization. These metrics offer a more granular view of resource
consumption across different levels of the system. Node CPU
utilization provides a broad overview of the total computational
load across the entire node, which helps in identifying potential
bottlenecks at the node level. However, we recognized that pod
CPU utilization is more critical in pinpointing resource usage for
individual applications, as each pod represents an isolated envi-
ronment for specific workloads. By monitoring pod-level CPU
usage, we can better assess resource contention and its impact
on CPI. Additionally, memory utilization plays an important
role, as memory contention often leads to performance degra-
dation, especially in memory-intensive applications. Monitor-
ing this metric helps in identifying whether resource contention
arises from insufficient memory allocation or other factors affect-
ing overall system performance. These metrics were chosen for
their ability to provide insights at both the node and pod levels,
allowing us to capture the necessary details for accurate interfer-
ence prediction.

While these are fundamental metrics, as Figure 6a shows that
we observed that their effectiveness in predicting CPI is limited
in environments where resources are reserved. In such scenar-
ios, actual resource usage tends to be significantly lower than the
allocated resources. This gap occurs because reserved resources
may not reflect real-time consumption, making it challenging
to rely solely on these metrics for accurate interference predic-
tions. To overcome this limitation, we expanded our metric set
to include more granular indicators that better capture resource
contention and performance degradation. As shown in Figure 7
that the correlation between four different Alibaba’s application
performance and various low-level metrics varied significantly.
This variation highlighted the need for a more tailored approach
to interference prediction, as relying solely on general utilization
metrics was insufficient. Each application may respond differ-
ently to system resource constraints, with some being more sen-
sitive to CPU utilization, while others may be more affected by
memory usage or cache performance.
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(a) Training with util. metrics. (b) Training with key metrics.

FIGURE 6 | Training results evaluated across different metrics. (a) Results based solely on resource utilization metrics; (b) results incorporated the
key metrics investigated in this study.
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FIGURE 7 | Correlations between performance metrics and CPI
across diverse applications. X-axis represents the metrics, and Y-axis dis-
plays each application’s CPI.

At the same time, we carefully considered the overhead associ-
ated with data collection, such as system resource usage and the
time required to gather and process these metrics. After years’
observations, we selected a refined set of metrics that not only
provided higher accuracy in predicting interference but also min-
imized the computational costs associated with real-time mon-
itoring. These metrics were chosen based on their ease of col-
lection across all applications and their representativeness of the
underlying factors influencing CPI.

The selected nine metrics include node CPU and memory utiliza-
tion, pod CPU and memory usage, core usage (offline and online),
shared pool utilization, and L3 cache misses. We selected core
usage as a metric because of its ability to differentiate between
resource demands of latency-sensitive online applications and
flexible offline workloads. In addition, shared pool utilization is
another critical metric, which represents the resources shared
by co-located BE, LS, and LSR applications. This resource pool
enables dynamic resource sharing based on current application
demands, but its complex architecture also makes it suscep-
tible to inefficiencies and contention. If multiple applications
with varying resource requirements are simultaneously access-
ing the shared pool, contention can arise, leading to performance
degradation. Finally, L3 cache misses were chosen because they

signal memory contention among applications sharing CPU
cores. Cache misses force the CPU to fetch data from slower
memory, causing significant delays. By monitoring these diverse
metrics, we gain a comprehensive view of resource contention.

CPI prediction in C-Koordinator does not rely solely on raw mon-
itoring metrics. Instead, we apply lightweight feature engineering
to improve robustness while keeping preprocessing overhead low.
Specifically, metrics are aggregated over short sliding windows to
extract statistical features such as mean, variance, and short-term
trends. All metrics are temporally aligned across node-, pod-, and
application-level signals to ensure consistency. We further nor-
malize features to account for scale differences across nodes and
workloads. These engineered features help the model capture
workload dynamics and interference patterns more effectively,
without introducing complex transformations that would hinder
online deployment.

As shown in Figure 6b, after a thorough analysis and selection
process, the chosen metrics demonstrated a strong ability to pre-
dict the CPI, which is highly correlated with application perfor-
mance. The experimental results confirm that by utilizing these
metrics, we can accurately anticipate CPI fluctuations.

4.1.2 | Practice 2: Selection of Interference Prediction
Models

To identify the most suitable model for Alibaba’s cluster environ-
ment, we conducted a comparative experiment using real-world
data collected from our system. In this experiment, we con-
trolled for the same input metrics (as established in the pre-
vious section), ensuring that each model was evaluated on the
same dataset. This controlled environment allowed us to focus
solely on the performance differences between the models, with-
out any variability from the input data. We tested a range of
models, including traditional ML approaches and more advanced
methods like Gradient Boosted Decision Trees (GBDT), XGBoost,
Random Forest (RF), Long Short-Term Memory (LSTM), and
Multi-Layer Perceptron (MLP). The choice of CPI prediction
models in C-Koordinator is driven by practical considerations in
large-scale production environments rather than purely theoreti-
cal optimality. The monitored system metrics are heterogeneous,
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FIGURE 8 | Various models training for same application.

noisy, and exhibit non-linear interactions, which motivates the
use of tree-based models such as XGBoost, GBDT, and RF. These
models are well-suited for capturing complex feature interactions
while maintaining stable performance under noisy monitoring
data. We additionally evaluate LSTM as a representative sequence
model to explore whether temporal dependencies in CPI evolu-
tion can further improve prediction accuracy. However, due to
its higher computational overhead and limited deployment effi-
ciency at scale, LSTM is included primarily as a comparative base-
line rather than a default choice.

Our primary focus in model selection was prediction accuracy,
and we obtained prediction results as shown in the Figure 8. The
results demonstrated that most models, including XGBoost, MLP,
and GBDT, produced predictions that closely aligned with the
actual values, making it difficult to distinguish their performance
solely based on accuracy.

Given this, we shifted our evaluation towards other critical fac-
tors, such as computational efficiency and the ability of each
model to meet the demands of Alibaba’s large-scale cluster, which
is essential for a model to not only deliver accurate predictions
but also handle the real-time processing needs of thousands of
microservices while maintaining low latency and minimal com-
putational overhead.

As shown in our further analysis in Table 3, while models like
GBDT, RF, MLP, and LSTM show potential, they lack the effi-
ciency and scalability required for Alibaba’s large-scale environ-
ment. GBDT tends to be slower and more memory-intensive,
RF struggles with computational efficiency, MLP requires exten-
sive tuning and is less interpretable, and LSTM, designed for
sequential data, is too resource-intensive. In contrast, XGBoost
combines high accuracy with parallel processing and efficient
memory usage, making it ideal for handling Alibaba’s vast data
volumes and complex workloads in real-time with minimal over-
head. Its ability to handle missing data, optimize memory, and
execute gradient boosting efficiently allows it to process large data
volumes quickly while maintaining accuracy, which is essential
for real-time predictions across thousands of microservices at
minimal computational cost. Moreover, its boosting technique
iteratively refines predictions by focusing on past errors, achiev-
ing high precision without overfitting, even when applied to vast
datasets. Hyperparameter tuning for CPI prediction models is

TABLE 3 | Model performance metrics.

Metrics XGboost RF GBDT LSTM

MSE 0.006 0.006 0.007 0.006
MAE 0.060 0.058 0.061 0.058
R2 0.784 0.784 0.768 0.793
ACC 0.948 0.947 0.938 0.953
Training time (s) 35.745 55.814 89.848 89.594

Note: Bold values highlighting best accuracy and training time.

conducted offline using historical production traces. The tun-
ing process focuses on achieving stable and robust performance
across diverse workloads, rather than optimizing for peak accu-
racy on specific applications. To avoid overfitting and operational
complexity, the search space is intentionally constrained. In pro-
duction deployment, C-Koordinator adopts fixed and conserva-
tive hyperparameter configurations. This design choice ensures
predictable inference latency, minimizes runtime overhead, and
simplifies system maintenance, which is critical for large-scale
clusters hosting thousands of co-located microservices.

4.1.3 | Practice 3: Working Process of Interference
Prediction Model

Once the system flags an application from the ListApps, which is
the output of the Interference Detector module, list as a poten-
tial interference source, it conducts a more in-depth analysis to
monitor its performance fluctuations and detect any significant
changes. During this detailed monitoring phase, the system col-
lects metrics at multiple levels, including pod-level CPU utiliza-
tion, L3 cache miss rate (𝑁miss), and pod memory utilization
(𝑀pod). These metrics are used to calculate the CPI and assess
the overall impact on application performance.

We utilize these metrics as the inputs of a fine-tuned XGBoost-
based model. The model processes both historical and real-time
data to predict potential performance degradation. Below, we out-
line the main components and formulas involved in this analysis.

Our model’s input metrics are categorized into three groups: (1)
pod-level metric inputs 𝐼

𝑝
include pod CPU utilization 𝐶pod and

pod memory utilization 𝑀pod; (2) node-level metric inputs 𝐼
𝑛

include node total CPU utilization 𝐶node
total , node offline CPU uti-

lization 𝐶node
off , node shared pool CPU utilization 𝐶node

sh , and node
online CPU utilization 𝐶node

on ; and (3) system-level metric inputs
𝐼
𝑠

include the L3 cache miss rate𝑁miss and system-wide metrics
such as total CPU utilization 𝐶total and total memory utilization
𝑀total.

The CPI prediction model utilizes these inputs to estimate poten-
tial performance degradation, combining data to calculate CPIpred
which is then used to estimate the actual CPI CPI

𝑎
from the pod,

node, and system levels through a weighted aggregation of deci-
sion trees. The CPI prediction follows a gradient boosting frame-
work, where the prediction for sample 𝑖 at iteration 𝑡 is updated as

𝑦
(𝑡)
𝑖
= 𝑦(𝑡−1)

𝑖
+ 𝜂𝑓

𝑡

(
𝑥
𝑖

)
, (1)
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with 𝜂 denoting the learning rate and 𝑓
𝑡

representing the regres-
sion tree fitted at iteration 𝑡. The model optimizes an objective
function that combines the training loss and a regularization
term, expressed as

Obj(𝑡) =
𝑛∑

𝑖=1
𝑙

(

𝑦
𝑖
, 𝑦
(𝑡)
𝑖

)

+
𝑡∑

𝑘=1
Ω
(
𝑓
𝑘

)
, (2)

where the loss function 𝑙(⋅) is approximated by its second-order
Taylor expansion around the previous prediction 𝑦(𝑡−1)

𝑖
:

𝑙

(

𝑦
𝑖
, 𝑦
(𝑡)
𝑖

)

≈ 𝑙
(

𝑦
𝑖
, 𝑦
(𝑡−1)
𝑖

)

+ 𝑔
𝑖
𝑓
𝑡

(
𝑥
𝑖

)
+ 1

2
ℎ
𝑖
𝑓

2
𝑡

(
𝑥
𝑖

)
, (3)

in which the first and second derivatives are

𝑔
𝑖
= 𝜕𝑙

𝜕𝑦
𝑖

|
|
|
|
|𝑦(𝑡−1)
𝑖

, ℎ
𝑖
= 𝜕

2
𝑙

𝜕𝑦
2
𝑖

|
|
|
|
|𝑦(𝑡−1)
𝑖

. (4)

The regression tree 𝑓
𝑡
(𝑥) is defined as

𝑓
𝑡
(𝑥) = 𝑤

𝑞(𝑥), (5)

where 𝑞(𝑥)maps input 𝑥 to a leaf index and𝑤
𝑗

denotes the corre-
sponding leaf weight. The regularization term controlling model
complexity is formulated as

Ω(𝑓 ) = 𝜏T + 1
2
𝜆

𝑇∑

𝑗=1
𝑤

2
𝑗
, (6)

with 𝑇 representing the number of leaves in the tree, 𝜏 penalizes
tree complexity, and 𝜆 penalizes large weights. Consequently, the
objective simplifies to

Õbj(𝑡) =
𝑇∑

𝑗=1

[

𝐺
𝑗
𝑤
𝑗
+ 1

2
(
𝐻
𝑗
+ 𝜆

)
𝑤

2
𝑗

]

+ 𝜏T, (7)

where
𝐺
𝑗
=
∑

𝑖∈𝐼
𝑗

𝑔
𝑖
, 𝐻

𝑗
=
∑

𝑖∈𝐼
𝑗

ℎ
𝑖
, (8)

with 𝐼
𝑗

being the set of samples assigned to leaf 𝑗. The optimal
leaf weights are obtained by minimizing the objective, given by

𝑤
∗
𝑗
= −

𝐺
𝑗

𝐻
𝑗
+ 𝜆
, (9)

and the corresponding minimized objective value is

Õbj∗ = −1
2

𝑇∑

𝑗=1

𝐺
2
𝑗

𝐻
𝑗
+ 𝜆

+ 𝜏T. (10)

To guide tree growth, the splitting gain is computed as

Gain = 1
2

(
𝐺

2
𝐿

𝐻
𝐿
+ 𝜆

+
𝐺

2
𝑅

𝐻
𝑅
+ 𝜆

−
(
𝐺
𝐿
+ 𝐺

𝑅

)2

𝐻
𝐿
+𝐻

𝑅
+ 𝜆

)

− 𝜏, (11)

where 𝐿 and 𝑅 refer to the left and right child nodes, respec-
tively. Finally, the overall CPI prediction aggregates the weighted
outputs of all trees as:

CPIpred =
𝐾∑

𝑘=1
𝜂𝑓
𝑘
(𝑥) =

𝐾∑

𝑘=1
𝑤
𝑘
⋅ 𝑇
𝑘

(
𝐼
𝑝
, 𝐼
𝑛
, 𝐼
𝑠

)
. (12)

This formulation enables robust integration of pod-, node-, and
system-level metrics, facilitating accurate CPI prediction under
dynamic cloud computing conditions. Each tree 𝑇

𝑘
(⋅) contributes

based on its relevance and accuracy, weighted by 𝑤
𝑘
, which is

dynamically adjusted in accordance with practical applications
at Alibaba.

To enhance the reliability of our predictions, we employ rolling
statistics. The rolling mean RM, calculated over a predetermined
number of samples, provides an average value that helps smooth
short-term data volatility. The rolling standard deviation𝑅Std, on
the other hand, measures the variability around this mean, offer-
ing insights into the consistency of the data. Their calculation
method is as follows:

RM(𝑥, 𝑛) = 1
𝑛

𝑡∑

𝑖=𝑡−𝑛
𝑥
𝑖
, (13)

𝑅Std(𝑥, 𝑛) =

√
√
√
√1
𝑛

𝑡∑

𝑖=𝑡−𝑛

(
𝑥
𝑖
− RM(𝑥, 𝑛)

)2
, (14)

where 𝑥 represents the time series data, 𝑡 is the time slot, and
𝑛 is the rolling window size. For our implementation, we set a
rolling window of 60 samples with a sampling interval of 5 s, cap-
turing 5 min of data. The rolling mean is essentially an average
of the data points within the specified window, helping to level
out spikes and drops in the CPI collection. The standard devia-
tion of these means further aids in understanding the extent of
fluctuation around the average, indicating the stability of node
performance.

The difference between the predicted and actual CPI is pivotal in
assessing system performance. This discrepancy,ΔCPI, is used to
set a threshold for interference detection. If the variance exceeds
a pre-defined limit, it suggests potential issues. The system eval-
uates whether the variance between the predicted CPI (CPIpred)
and the actual collected CPI data (CPIAct) surpasses the threshold
THCPI, which is dynamically calculated based on current system
conditions. This threshold helps determine whether the fluctu-
ations in performance metrics are within acceptable limits or
indicative of underlying issues requiring intervention:

ΔCPI = |
|
|
Mean

(
CPIpred − RM

(
CPIAct

))|
|
|
. (15)

To adapt to changing system conditions, the threshold THCPI
should be more dynamic, considering not only recent fluctua-
tions but also system stress factors like current load and resource
contention. We introduce a load factor 𝐿 for the prediction
volatility:

THCPI = 𝑘1 ⋅𝑅Std
(

CPI
𝑎

)
+ 𝑘2 ⋅

𝐿current

𝐿max
, (16)

where 𝑘1 and 𝑘2 adjusts the sensitivity of our interference detec-
tion, tailored to the operational demands and 𝐿current represents
the current load which is calculated as a weighted sum of nor-
malized CPU, memory, and cache pressure:

𝐿current = 0.5 ×
𝐶util

𝐶req
+ 0.3 ×

𝑀util

𝑀req
+ 0.2 ×

𝑁miss

𝑁max
, (17)
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where𝐶util and𝑀util are the actual CPU and memory usage of the
pod,𝐶req and𝑀req are the requested CPU and memory resources,
and 𝑁miss is the observed L3 cache miss rate, normalized by the
maximum observed value 𝑁max in the cluster. The weights (0.5,
0.3, 0.2) are determined empirically to reflect the relative impact
of each resource on CPI and overall pod performance, and can be
predefined.

Correspondingly, 𝐿max denotes the maximum possible compos-
ite load for the pod when CPU, memory, and cache pressure all
reach their respective normalized upper bounds simultaneously.
This normalization ensures that the load factor remains within
the range [0, 1], making the detection threshold THCPI adaptive
and comparable across different pods and time windows.

Finally, the system checks whether interference is detected based
on the following condition, which is confirmed if the calculated
variance ΔCPI exceeds the established threshold THCPI:

Interference Detected =

(
1, if ΔCPI > THCPI

0, otherwise
(18)

when interference is detected, the system logs the affected appli-
cations and initiates corresponding actions. The system then cal-
culates the CSI (CPI Severity Index),

CSI = ΔCPI
THCPI

, (19)

This severity index is subsequently passed to the Interference
Mitigator module. The Interference Mitigator evaluates CSI and
determines the appropriate mitigation strategy.

4.2 | Interference Detector: Timely
Identification of Interference

Algorithm 1 shows the combination of Interference Detector,
Interference Predictor and Interference Mitigator, Algorithm 1
illustrates the complete interference-aware scheduling workflow
of C-Koordinator, which consists of three tightly coupled stages:
interference detection, interference prediction, and interference
mitigation.

First, the algorithm performs interference detection (Line 3) by
continuously monitoring node-level resource utilization, includ-
ing CPU usage, memory usage, and shared CPU pool utiliza-
tion. Based on the comprehensive utilization𝑈𝑡

𝑛
and the adaptive

threshold THselect, nodes exhibiting abnormal resource pressure
are identified, and the corresponding applications are added to
the candidate list ListApps for further analysis.

Next, for each application in ListApps, the algorithm enters
the interference prediction phase (Line 12). In this phase,
fine-grained indicators collected from node-, pod-, and
application-level metrics are used to predict the future CPI using
a trained XGBoost model (Line 15). The predicted CPI deviation
ΔCPI is then computed and compared against the dynamically
calculated CPI threshold THCPI (Line 20) to determine whether
the application is experiencing significant performance degra-
dation. If ΔCPI exceeds THCPI, the application is marked as
interfered and its CSI is calculated (Line 24).

ALGORITHM 1 | C-Koordinator interference-aware scheduling
algorithm.

1: Input: Interference indicators
{
𝐼
𝑝
, 𝐼
𝑛
, 𝐼
𝑠

}
, current latency

𝐿current, actual CPI CPIAct
2: Output: Application list ListApps, Co-located Sensitivity Index

CSI, and mitigation action

3: // Step 1: Interference Detection
4: for each node 𝑛 do
5: Monitor 𝐶𝑡

𝑛
,𝑀𝑡

𝑛
, and 𝐶𝑠,𝑡

𝑛

6: Compute utilization 𝑈𝑡
𝑛

using Equation (20)
7: Calculate threshold THselect using Equation (21)
8: if 𝑈𝑡

𝑛
> THselect then

9: Flag applications on 𝑛 and append to ListApps
10: end if
11: end for

12: // Step 2: Interference Prediction
13: for each application 𝑎 in ListApps do
14: Collect

{
𝐼
𝑝
, 𝐼
𝑛
, 𝐼
𝑠
,CPIAct

}

15: Predict CPIpred using XGBoost model
16: Compute RM

(
CPIAct

)
and𝑅Std

(
CPIAct

)
via Equation (14)

17: Calculate ΔCPI using Equation (15)
18: end for
19: for each node 𝑛 containing ListApps do
20: Compute THCPI using Equation (16)
21: end for
22: for each application 𝑎 in ListApps do
23: if ΔCPI > THCPI then
24: Mark 𝑎 as interfered and calculate its CSI
25: end if
26: end for

27: // Step 3: Interference Mitigation
28: for each interfered application with index CSI do
29: if CSI < 5

3
then

30: Execute mitigation strategy 1 (Section 4.3)
31: else
32: Execute mitigation strategy 2 (Section 4.3)
33: end if
34: end for
35: return ListApps and updated mitigation actions

Finally, based on the computed CSI, the algorithm triggers the
interference mitigation stage (Line 27). Applications suffering
from mild interference are handled using lightweight mitiga-
tion strategies, while severe interference cases invoke stronger
actions such as resource suppression or pod eviction, ensur-
ing that high-priority workloads maintain their QoS and SLO
requirements. Through this closed-loop process, C-Koordinator
continuously adapts resource allocation decisions to mitigate
interference in large-scale, co-located clusters. The Interference
Detector serves as the fundamental monitoring component. This
routine monitoring primarily maintains the QoS for all appli-
cations running within the system and monitors the shared
resource utilization at each node. Specifically, it tracks the total
CPU utilization𝐶𝑡

𝑛
and total memory utilization𝑀𝑡

𝑛
of each node

𝑛 at time interval 𝑡. Additionally, it probes the 𝐶𝑠,𝑡
𝑛

(which mea-
sures the shared CPU utilization across various applications on
node 𝑛).
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The comprehensive resource utilization 𝑈𝑡
𝑛

of node 𝑛 at time
interval 𝑡 is computed using the following formula:

𝑈
𝑡

𝑛
= 𝛼 ⋅

(
𝑀
𝑡

𝑛

1 +𝑀𝑡

𝑛

)

+ 𝛽 ⋅
√

𝐶𝑡
𝑛
+ 𝛾 ⋅

(

2 ⋅ 𝐶𝑠,𝑡
𝑛
−
(
𝐶
𝑠,𝑡

𝑛

)2
)

, (20)

where 𝛼, 𝛽, and 𝛾 are weighting coefficients that determine
the relative importance of each resource metric—namely, mem-
ory utilization, CPU utilization, and shared pool CPU uti-
lization, respectively—in the calculation of node-level com-
prehensive resource usage. These coefficients are not fixed
system-wide, but are instead adaptively assigned for each node
to capture node-specific characteristics and workload patterns.
For example, on nodes hosting memory-intensive workloads, a
higher 𝛼 value is chosen to emphasize memory pressure, whereas
on nodes with high CPU contention, 𝛽 is given greater weight.
The value of 𝛾 can be increased on nodes where the shared
CPU pool is a key bottleneck. The coefficients can be deter-
mined through historical analysis, profiling, or performance tun-
ing, allowing the model to better reflect resource contention sen-
sitivity unique to each node’s configuration and operational con-
text. This adaptive weighting mechanism improves the accuracy
of interference detection by accounting for the heterogeneity and
dynamic behavior of nodes within the cluster.

Based on our analysis of cluster data, it is evident that resource
competition at the node level is primarily influenced by the
total utilization of CPU, memory, and shared pool resources
on each node. Monitoring at the node level, rather than at the
individual pod level, significantly reduces the system’s moni-
toring overhead while ensuring accurate detection of resource
contention.

The dynamic utilization threshold THselect is calculated using the
following formula:

THselect =

(

1
𝑛

𝑛∑

𝑖=1
𝑈
𝑡

𝑛,𝑖

)

+ 𝑘 ⋅
⎛
⎜
⎜
⎝

1
𝑛

𝑛∑

𝑖=1

(

𝑈
𝑡

𝑛,𝑖
− 1
𝑛

𝑛∑

𝑖=1
𝑈
𝑡

𝑛,𝑖

)2⎞
⎟
⎟
⎠

, (21)

where 𝑘 is an adjustment factor, which is set to 3 in our practice.

If the calculated comprehensive utilization 𝑈
𝑡

𝑛
exceeds the

dynamic threshold THselect, as 𝑈𝑡
𝑛
> THselect, the system marks

the application as a potential source of interference. The
flagged application is then added to the ListApps list for further
detailed monitoring, which will be used in Interference Miti-
gator. Once the comprehensive utilization stabilizes below the
threshold for a sustained period, the application is removed from
the list.

4.3 | Interference Mitigator: Application
Performance Assurance

The system computes a dynamic threshold THCPI for CPI varia-
tions and determines whether the interference is mild or severe
by comparing the difference ΔCPI to this threshold. The severity
of interference is categorized based on ΔCPI, for mild interfer-
ence, whenΔCPI is less than 5

3
(this value is configured based on

Alibaba’s practice) of THCPI the scenario is treated as mild:

CSI < 5
3

(

i.e., THCPI < ΔCPI < 5
3
× THCPI

)

. (22)

In such cases, the system initiates the CPU suppress strategy,
which temporarily reduces the CPU usage of the interfering pods,
thereby minimizing its impact on other applications. For severe
interference, indicated when ΔCPI exceeds 5

3
of the dynamic

threshold:

CSI > 5
3

(

i.e., ΔCPI > 5
3
× THCPI

)

. (23)

The response escalates to the pod eviction strategy, which
involves forcibly evicting low-priority pods from the node to free
up resources for higher-priority applications and stabilize the sys-
tem’s performance.

After confirming interference, the following strategies will be
executed based on the severity of the interference:

4.3.1 | Strategy 1: Curtailing CPU Consumption
Through CPU Suppress

This strategy is employed in situations where the system expe-
riences mild interference. It works by limiting the CPU usage
of low-priority pods, such as BE pods, to ensure that the perfor-
mance of critical pods, like LS pods, remains unaffected. The CPU
Suppress strategy dynamically adjusts the CPU allocation for BE
pods based on the current CPU usage of LS pods. The specific
CPU limitation is calculated using the following formula:

CPUrestriction = CPUtotal −
(

CPULSused
+ CPUreserve

)
, (24)

where CPUtotal represents the total CPU resources available on
the node, CPULSused

represents the current CPU usage of LS pods,
CPUreserve is a reserved portion of CPU resources allocated to the
LS pods to ensure performance stability.

This strategy ensures the performance stability of LS pods by
reducing the CPU resources available to BE pods, prevent-
ing excessive resource consumption that could degrade overall
system performance.

4.3.2 | Strategy 2: Resource Reclamation Through
Pod Eviction

This strategy is applied in cases of severe interference. It directly
evicts pods that are consuming excessive resources from the node
to rapidly restore node performance. The pod eviction strategy
assesses the CPU usage of BE pods and evaluates their impact
on the performance of LS pods. It selects pods for eviction that
exceed a predefined CPU usage ratio. The eviction formula is as
follows:

Evict =
{

Pod|CPUPod > 𝜇 × CPUtotal
}
, (25)

where 𝜇 is a predefined threshold for CPU usage, used to deter-
mine which BE pods should be evicted, and this value can be
configured to control the eviction ratio.

This strategy quickly frees up a significant amount of resources,
ensuring that LS pods have sufficient CPU and memory resources
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to maintain their performance. The combination of CPU sup-
press and pod eviction allow the system to mitigate the effects of
resource contention efficiently, ensuring that critical workloads
receive the necessary resources to function optimally.

5 | Performance Evaluations of C-Koordinator

In this section, we provide evaluations of the C-Koordinator
system in terms of its ability to accurately predict and miti-
gate interference in Alibaba’s cluster. All experimental results
reported in this section are obtained by averaging over 5 inde-
pendent runs and workload traces. For each configuration, we
repeat the experiments across different time windows and work-
load instances to account for runtime variability. In addition to
average values, we analyze the variance of key metrics, such
as CPI prediction error and tail latency reduction, to ensure
that the observed improvements are stable and not driven by
outliers.

5.1 | Interference Prediction Evaluation

In this section, we evaluate the performance of the Interference
Prediction Module using real-world data from Alibaba’s internal
cluster applications. We selected three representative applica-
tions (anonymized for privacy reasons, App-1 represents online
web service, App-2 represents database service, and App-3 repre-
sents e-business service) that have different CPI fluctuations dur-
ing runtime to test the module’s accuracy in predicting potential
resource contention and interference across a wide range of appli-
cations in the cluster. As demonstrated in Figure 9, our model
consistently achieved an accuracy of over 90.3% for these differ-
ent applications, showcasing its reliability even with Alibaba’s
highly diverse and dynamic workloads. Each application in
the cluster exhibits different resource consumption patterns
and performance characteristics, yet the prediction module has
demonstrated robust and adaptive capabilities, making it highly
suitable for large-scale deployment.

However, achieving this level of accuracy does come with cer-
tain trade-offs and practical considerations for large-scale clus-
ter. The average training time per application is less than 30 s.
Importantly, training is only triggered when an application is
added to the potential interference list. This ensures that training
is conducted only when necessary, keeping overhead minimal.

Based on long-term data from Alibaba’s clusters, about 0.03%
of total applications are regularly added to this list. While this
approach does lead to a slight increase in CPU and memory over-
head during training, C-Koordinator has already reserved ample
resources across all nodes to mitigate resource contention. This
pre-emptive resource reservation ensures that system stability
remains uncompromised, even when resource usage increases
due to interference detection and mitigation. In summary,
despite the slight increase in CPU and memory usage, the
C-Koordinator’s resource reservation strategy ensures that these
overheads remain within acceptable limits, making the module
both scalable and efficient for large-scale, real-time deployment.

5.2 | Interference Mitigation Evaluation

The effectiveness of the Interference Mitigator in C-Koordinator
has been evaluated through experiments on a production-scale
Kubernetes cluster comprising approximately 7000 nodes. This
cluster hosts a diverse set of workloads, including stateless
web services, stateful databases, data processing pipelines, and
latency-sensitive real-time applications. The applications are
deployed using a variety of resource allocation strategies as
well as different CPU binding configurations, including strict
CPU pinning, NUMA-aware placement, and CPU share-based
scheduling.

To make experimental results reproducible, we also evalu-
ate the interference mitigation impact on latency reduction
under increasing request pressure during normal operation in
our 10-node Alibaba g9i instance (4 vCPU and 16 GB mem-
ory) cluster with MySQL, Redis and Nginx applications. Com-
pared to the Koordinator, as illustrated in Figures 10–12, our
approach can reduce latency across all percentiles, for com-
pleteness, we additionally include results under the default
Kubernetes scheduler as a baseline (Kubernetes-only), which
represents a configuration without interference-aware detection
or mitigation. For example, for Nginx application as shown
in Figure 12 that RPS is increased from 0 to 200, latency is
reduced by 10.7% to 36.1% across various percentiles, espe-
cially optimization on P99 tail latency. Similar optimization
effects can be observed in Figures 10 and 11, and C-Koordinator
can keep P50 latency in Redis increasing more smoothly
when RPS is increase significantly compared with Koordina-
tor. In contrast, the Kubernetes-only baseline exhibits the fastest
latency growth under increasing load, highlighting the lack of

(a) CPI prediction for anonymous App-1. (b) CPI prediction for anonymous App-2. (c) CPI prediction for anonymous App-3.

FIGURE 9 | Evaluating CPI prediction across diverse applications.
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(a) MySQL P50 latency (b) MySQL P90 latency (c) MySQL P99 latency

FIGURE 10 | Latency comparison with MySQL under increasing RPS: (a) P50 latency, (b) P90 latency, and (c) P99 latency.

(a) Redis P50 latency (b) Redis P90 latency (c) Redis P99 latency

FIGURE 11 | Latency comparison with Redis under increasing RPS: (a) P50 latency, (b) P90 latency, and (c) P99 latency.

(a) Nginx P50 latency (b) Nginx P90 latency (c) Nginx P99 latency

FIGURE 12 | Latency comparison with Nginx under increasing RPS: (a) P50 latency, (b) P90 latency, and (c) P99 latency.

interference awareness in default scheduling. The reason results
from that C-Koordinator can proactively identify load pressure
and reallocate resources in advance, and it can prevent per-
formance degradation and ensures smoother application exe-
cution. This behavior is enabled by the CPI-based interference
prediction and CSI-guided mitigation mechanism described in
Algorithm 1, which allows mitigation actions to be triggered
before severe contention manifests. We observe that the per-
formance improvements are consistent across repeated runs,
with limited variance observed in CPI prediction accuracy and
application-level latency.

The module efficiently managed resource allocation and schedul-
ing, validating its effectiveness in mitigating interference and
optimizing performance under different load conditions. Follow-
ing the successful reduction in RT, we also assessed the sys-
tem overhead introduced by the module. This overhead primar-
ily stems from job scheduling processes inherited in Koordina-
tor, triggered during high-pressure conditions when applications
are migrated. However, since job scheduling is a native feature
of Koordinator, since C-Koordinator already performs numerous
scheduling operations daily, this additional overhead is minimal,

typically ranging from 1% to 3% CPU usage, which is comparable
to the overhead of existing production schedulers and remains
acceptable in large-scale operational environments. The reported
1%–3% CPU overhead reflects the overall system-wide cost intro-
duced by C-Koordinator. To better understand its sources, we
further decompose the overhead across the three core modules
shown in Algorithm 1.

The Interference Detector (Section 4.2) introduces negligible over-
head, as it relies on lightweight periodic monitoring of node-level
CPU and memory utilization, largely reusing existing Koordi-
nator metrics. The Interference Predictor (Section 4.1) accounts
for the majority of the overhead, mainly due to feature aggre-
gation and CPI inference using the XGBoost model. However,
this process is executed at coarse-grained intervals rather than
per request, keeping its cost bounded. The Interference Mit-
igator (Section 4.3) incurs minimal steady-state overhead, as
mitigation actions are event-driven and only triggered when
interference is detected. Overall, the overhead is dominated by
prediction-related computation, while detection and mitigation
contribute marginal additional cost.
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5.2.1 | Scalability and Workload Diversity Analysis

C-Koordinator is designed to operate in large-scale production
clusters consisting of thousands of nodes and diverse co-located
workloads. Importantly, CPI prediction in our system relies on
node-local metrics and lightweight inference, rather than global
coordination or cross-node synchronization. As a result, the com-
putational cost and prediction latency remain stable as cluster
size increases.

To assess robustness under workload diversity, we evaluate
CPI prediction using production traces collected from clus-
ters with varying application mixes. We observe that predic-
tion accuracy remains stable across different workload com-
positions, including compute-intensive, memory-intensive, and
mixed-service scenarios. This behavior stems from the fact that
CPI captures micro-architectural effects of resource contention
and is predicted from fine-grained local signals, making the
approach inherently scalable and insensitive to global clus-
ter size. These scalability properties are consistent with the
design of Algorithm 1, where interference detection and CPI
prediction are performed locally on each node, and mitigation
decisions are triggered independently without requiring global
synchronization.

6 | Conclusions and Discussions

In this paper, we have present C-Koordinator that effectively
selects relevant metrics and predictive models based on CPI suit-
able for large-scale and co-located microservice cluster. The accu-
racy of the predictions has been impressive, with most models
achieving over 90.3% precision, and the selected XGBoost-based
model can balance the prediction accuracy and computation effi-
ciency in practice. Furthermore, the results have shown signifi-
cant improvements, demonstrating a noticeable reduction in RT.
These findings indicate that the proposed approach is not only
feasible but also highly effective in real-world scenarios, ensuring
that application performance remains robust even under varying
conditions.

Through the development and evaluation of C-Koordinator, sev-
eral important lessons have emerged that can provide valuable
insights for future research and real-world applications. These
lessons highlight key aspects of our approach and its impact on
system performance and management:

6.1 | CPI as the Prediction Metric

CPI is a proactive and effective metric for detecting interference
across various applications, capturing performance degradation
due to resource contention. Its generalizability makes it ideal
for maintaining stable performance in complex multi-tenant
systems.

6.2 | Fine-Grained Optimization

Selecting metrics at node, pod, and hardware levels enables
precise, fine-grained resource optimization, improving overall

system efficiency. This multi-layered approach helps reduce
bottlenecks and significantly lowers response latency.

6.3 | Sufficiency of ML Models

ML models are sufficient for accurately predicting CPI, balanc-
ing training and inference time effectively. This allows real-time
interference detection in large-scale environments without intro-
ducing significant computational overhead.
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