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ABSTRACT

Background: Cloud-native applications are increasingly becoming popular in modern software design. Employing a
microservice-based architecture into these applications is a prevalent strategy that enhances system availability and flexibility.
However, cloud-native applications introduce new challenges, including frequent inter-service communication and the manage-
ment of heterogeneous codebases and hardware, resulting in unpredictable complexity and dynamism. Furthermore, as applica-
tions scale, only limited research teams or enterprises possess the resources for large-scale deployment and testing, which impedes
progress in the cloud-native domain.

Aims: To address these challenges, we propose CloudNativeSim, a simulator for cloud-native applications with a microservice-
based architecture.

Results: CloudNativeSim offers several key benefits: (i) comprehensive and dynamic modeling for cloud-native applications,
(ii) an extended simulation framework with new policy interfaces for scheduling cloud-native applications, and (iii) support for
customized application scenarios and user feedback based on Quality of Service (QoS) metrics.

Conclusion: CloudNativeSim can be easily deployed on standard computers to manage a high volume of requests and services. Its
performance was validated through a case study, demonstrating higher than 94.5% accuracy in terms of response time simulation.
The study further highlights the feasibility of CloudNativeSim by illustrating the effects of various scaling policies.

1 | Introduction considered more efficient compared to traditional monolithic
architectures [1, 2]. Figure 1 presents a demonstration of a

In modern software development, the trend of cloud-native cloud-native application based on microservice-based architec-

applications is on the rise. More and more applications are
migrated to cloud-native environments, offering reliable and
flexible functions. When choosing the development architecture
for cloud-native products, a microservice-based architecture is

ture, detailing the interactions between clients, microservices,
and data centers. Clients send requests through application
interfaces, which generate various service dependencies that are
mapped to different instances (e.g., pods and containers). These
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FIGURE1l | A demonstration of a cloud-native application architecture, showing the interaction between clients, application interfaces, microser-

vices, and data centers.

microservices instances are deployed in suitable resource envi-
ronments, supported by the resources of the data center, ensuring
efficient and reliable service delivery. This architecture provides
numerous advantages, including high availability and decen-
tralization. These advantages can accelerate development and
deployment processes, offer flexible auto-scaling mechanisms,
and reduce maintenance costs [3-5].

However, the transition to a microservice-based architecture
faces challenges of complexity and dynamism [6-8]. A
microservice-based architecture typically operates on het-
erogeneous code and hardware. An application built on a
microservice-based architecture may consist of intricate modules
and complex dependencies. Moreover, to offer adaptable vir-
tualization for these modules, microservice-based architecture
introduces numerous entities, such as requests and services.
As the application scales, the communications between these
entities become more frequent, requiring the coordination of
scheduling policies, and leading to an uncontrollable dynamism.

Furthermore, researchers face significant challenges in deploying
large-scale cloud-native applications. Large-scale applications
require a robust and extensive data center capable of han-
dling numerous requests and allocating sufficient resources to
internal entities. Few teams have the capability to fulfill these
requirements, let alone to assess scheduling policies based on
microservice-based architecture.

To address challenges such as microservice dependency mod-
eling, resource scheduling under high dynamism, and limited
resources for large-scale deployments, we propose CloudNa-
tiveSim, a toolkit for modeling and simulation of cloud-native
applications, which possesses the following key features:

+ Comprehensive modeling approach: CloudNativeSim is
a comprehensive modeling framework designed specifically
for cloud-native applications and microservice-based archi-
tectures. By incorporating essential components such as
services, pods or containers, virtual machines (VMs), and
datacenters, it offers more comprehensive object modeling
capabilities compared to existing simulators.

« File registration mechanism: To address the inherent
complexity of microservice architectures, which involve
numerous configuration units like services and pods, Cloud-
NativeSim implements a file-based registration system. This
mechanism enables batch registration of architectural com-
ponents through configuration files, significantly reducing
the manual configuration burden and potential for errors.

« Dynamic request generation and distribution: Cloud-
NativeSim features a built-in request generator that accu-
rately simulates real-world scenarios. This component
handles the dynamic process of clients randomly generating
requests and intelligently distributing them across different
services, allowing users to test various load patterns and ser-
vice interactions.

« Innovative cloudlet scheduling mechanism: Recogniz-
ing the limitations of traditional scheduling approaches in
microservice environments, CloudNativeSim introduces an
enhanced cloudlet scheduling mechanism. During runtime,
cloudlets traverse through the service dependency graph
under scheduler supervision, managing complex state tran-
sitions that include waiting, execution, and request prop-
agation phases. This mechanism is specifically designed
to handle the dynamic nature of microservice architec-
tures, where requests flow through multiple interconnected
services.

« Critical path-based latency calculation: The simulator
models service dependencies as a Directed Acyclic Graph
(DAG), enabling detailed performance analysis. By identi-
fying critical paths within parallel execution chains, Cloud-
NativeSim provides accurate latency calculations that reflect
real-world service interactions and potential bottlenecks.

« Dynamic QoS metrics record: CloudNativeSim tracks
and records dynamic changes in both system structure
and QoS metrics during runtime. The QoS metrics include
request-related measurements such as latency, Requests
Per Second (RPS) for different Application Programming
Interfaces (APIs), and Service Level Objective (SLO) viola-
tion rates as well as resource utilization metrics (CPU and
memory usage) at both instance and VM levels. Through
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multiple channels including system logs and Grafana! inte-
gration, these dynamic metrics can be monitored and visu-
alized in real-time, providing comprehensive insights into
system behavior and performance evolution.

Extensible policy interfaces: To accommodate the diverse
requirements of microservice architectures, CloudNa-
tiveSim provides a comprehensive set of policy interfaces.
These interfaces support various operational aspects includ-
ing service allocation, scaling decisions, and resource
management, allowing users to implement and evaluate
customized policies tailored to their specific needs.

The key contributions of this work include: (i) a compre-
hensive modeling approach for cloud-native applications and
microservice-based architecture, (ii) the ability to run on a
standard personal computer while handling a large volume of
requests and services concurrently, (iii) achieving a response time
simulation accuracy of over 94.5%, and (iv) providing a range of
scheduling policy interfaces, enabling customized implementa-
tion and evaluation of various scheduling policies.

The structure of this paper is organized as follows: Section 2
presents a discussion of contemporary distributed system sim-
ulations and modeling, highlighting the unique capabilities of
CloudNativeSim. Section 3 details CloudNativeSim’s simulation
framework, emphasizing the functions of each architectural
component. Section 4 describes the key components related to
requests and cloudlets, presenting advanced application model-
ing. Section 5 discusses the design of service scheduling poli-
cies, including resource allocation strategies and service scaling
mechanisms. Finally, Section 6 provides comprehensive evalua-
tions of CloudNativeSim, validating its simulation capacity and
response time accuracy, and demonstrating the request genera-
tor and scaling algorithms. Section 7 concludes the paper with a
brief summary and suggestions for future research directions.

2 | Related Work

As cloud computing technology continues to advance,
the number of cloud-native applications and the scale of
microservice-based systems have significantly increased. To
evaluate the effectiveness of scheduling algorithms in cloud
environments, researchers have developed numerous simulators
to support performance evaluations across various scenarios.
These simulators provide a safe and controlled environment for
performance evaluation and optimizing different scheduling
policies. However, although recent studies have begun to model
microservice-based architectures, existing simulators still lack
adequate support for these architectures. For example, they
often fail to accurately simulate the complex interactions and
dependencies between microservices, which are crucial for
evaluating the performance of scheduling algorithms. Addi-
tionally, existing simulators face limitations in scalability and
configurability, making it challenging to meet the specific needs
of different application scenarios. Therefore, developing more
precise and flexible simulators has become a critical research
direction to better support the practical application and opti-
mization of microservice-based architectures in cloud computing
environments.

Table 1 presents a comparative overview of CloudNativeSim and
other simulation tools, highlighting their capabilities in vari-
ous environment simulations, including resource and data cen-
ter management, service modeling, and task scheduling. This
comparison aims to emphasize the strengths and limitations of
each toolkit, providing insights into their suitability for different
research and application scenarios in cloud computing.

As cloud computing technology evolves, a growing array of sim-
ulators have been developed to support performance evaluations
from cloud to edge environments. CloudSim [9] and its deriva-
tives [10-15] stand out as the principal tools in this domain.
Based on a discrete-event simulation framework, CloudSim sup-
ports extensive data centers and energy-efficient computational
resources. It introduces simulation events and entities, facili-
tating detailed modeling and analysis. CloudSim employs the
concept of “cloudlets” to represent tasks, with their length indi-
cating the number of instructions to be processed. These cloudlets
can be managed by time-sharing or space-sharing methods to
optimize the utilization of processing elements (PE) in virtual
machines. After version 3.0, CloudSim has incorporated new fea-
tures, including support for Software-Defined Networking (SDN)
and containers. However, the fundamental cloudlet-based task
model poses significant challenges for microservice simulation.
Specifically, the basic structure of cloudlets lacks the flexibility
to represent the dynamic nature of microservice interactions,
service dependencies, and fine-grained resource requirements
characteristic of microservice architectures. Given CloudSim’s
extensible architecture that supports the customization of
new entities and events, CloudNativeSim and various other
derivatives have been developed upon this foundation, each
specializing in distinct aspects of cloud computing simulation.

CloudSim Plus [10], an iteration of CloudSim 3.0, is redesigned
using Java 17 to reduce code duplication and promote code
reuse, enhancing both scalability and precision. This iter-
ation offers a cleaner, more functional, and user-friendly
interface, and introduces more advanced functions such as
auto-scaling for virtual machines, heuristics for resource man-
agement, and lifetime control of entities. Despite these improve-
ments, CloudSim Plus inherits the fundamental limitations of
CloudSim’s cloudlet-based architecture. The auto-scaling mech-
anisms, while suitable for virtual machines, are not designed
to handle the rapid scaling and complex dependencies of
microservices.

Following CloudSim’s foundational framework, numerous sim-
ulators have been developed. Among them, NetworkCloudSim
[11], an extension of CloudSim, is specifically designed to
simulate network communications in cloud computing envi-
ronments. It incorporates a network model into CloudSim,
allowing researchers and developers to account for factors such
as bandwidth limitations and network latencies within and
between data centers. This enhancement enables more precise
simulation and evaluation of cloud computing applications’
performance. NetworkCloudSim introduces a TaskStage field in
the cloudlet and considers the derivative relationships between
cloudlets, providing a foundation for modeling task dependen-
cies. While these features are valuable for traditional distributed
applications, the current implementation focuses primarily
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A detailed comparison of CloudNativeSim with other contemporary simulators highlights their unique capabilities in service modeling, horizontal and vertical scaling, and other cloud envi-

ronment simulations. This comparison emphasizes CloudNativeSim’s advanced features, particularly its comprehensive support for microservice-based architecture simulations.

TABLE 1

Request QoS

Tasks

Service

Horizontal Vertical

Service
allocation

Datacenter Resource Instance ServiceChain

Execution
environment configuration characteristic management

scaling migration scheduling processing metrics

scaling

modeling

Simulator names

SN SN NN

Cloud

CloudSim 3.0 [9]

Cloud

CloudSim Plus [10]

Cloud
Fog/Edge

NetworkCloudSim [11]

iFogSim [12, 13]

Cloud
Cloud/Edge

ContainerCloudSim [14]

ServiceSim [15]

Cloud
Cloud/Edge

ColocationSim [16]

PerfSim [17]

Cloud

CloudNativeSim

on network-level communication rather than service-level
interactions that characterize microservice architectures.

iFogSim [12], a widely used extension of CloudSim, introduces
a controller-centric framework that focuses on the mobility of
Internet of Things (IoT) devices and clustering mechanisms. Its
second version [13] extends to include microservice-based fea-
tures, such as service discovery, placement, horizontal scaling,
and load balancing. It also addresses the deployment and routing
of microservices, which is crucial for system flexibility [18]. How-
ever, being primarily designed for Fog or Edge environments,
its architecture and resource management mechanisms are opti-
mized for edge computing scenarios rather than cloud-native
environments, where different constraints and requirements may

apply.

ContainerCloudSim [14], by introducing container technology,
represents a significant innovation in CloudSim. It builds a
detailed container abstraction on top of virtual machines and
extends new strategies for container placement, selection, pro-
visioning, and overbooking. Although ContainerCloudSim does
not emphasize microservice-based architectures, its in-depth por-
trayal of containers provides a robust framework for modeling
instances of services. However, extending ContainerCloudSim
to support microservice architectures presents considerable
challenges. First, its extensive code overrides of CloudSim’s base
implementation create architectural constraints. More impor-
tantly, its fundamental design follows a “VM-to-containers”
one-to-many mapping paradigm, which makes it difficult to
implement the many-to-many “services-to-instances” relation-
ships characteristic of microservice architectures. Adapting
ContainerCloudSim to support such relationships would require
substantial modifications to its core architecture and significantly
increase code complexity.

ServiceSim [15], while representing an advancement in cloud
simulation by integrating features from iFogSim and Network-
CloudSim, demonstrates the common limitations faced by cur-
rent simulators. ServiceSim successfully implements essential
functionalities such as service discovery and load balancing,
while incorporating sophisticated task staging mechanisms.
However, it still leaves gaps in comprehensive microservice mod-
eling and policy interface flexibility. These limitations reflect the
broader challenge of adapting existing simulation frameworks to
fully support modern microservice architectures.

ColocationSim [16] exemplifies an alternative approach to
microservice simulation through queuing theory models. While
innovative in its handling of latency-critical and best-effort jobs,
this mathematical approach highlights the inherent difficulties
in accurately modeling microservice behaviors. The simulator’s
reliance on traditional queuing models, though computationally
efficient, struggles to capture the dynamic nature and complex
interdependencies characteristic of microservice architectures.
This limitation underscores the broader challenge of finding an
appropriate balance between model simplicity and accurate rep-
resentation of microservice complexity.

PerfSim [17] offers valuable insights through its distinctive
approach to cloud simulation. By incorporating discrete event
simulation mechanisms, it excels in modeling and simulating
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complex service dependencies, with particular strength in ana-
lyzing their performance implications. The simulator demon-
strates sophisticated capabilities in mathematical modeling of
service dependencies and supports both horizontal and verti-
cal scaling mechanisms for performance optimization. Its robust
handling of user requests and network packet transmission sim-
ulation provides a solid foundation for performance analysis.
However, PerfSim’s primary focus on service chain performance
modeling, rather than comprehensive cloud-native applications,
limits its broader applicability.

In summary, while various cloud computing simulators have
emerged to address different aspects of cloud and edge comput-
ing environments, they exhibit distinct limitations in their ability
to comprehensively simulate modern microservice architectures.
Traditional simulators like iFogSim and NetworkCloudSim,
while robust in their respective focused areas, present significant
challenges when attempting substantial modifications to support
microservice-specific features. While specialized microservice
simulators such as ServiceSim and PerfSim exist, their archi-
tectural approaches differ fundamentally from what is needed
to fully capture the nature of cloud-native applications. Cur-
rent limitations in microservice architecture modeling include
incomplete entity representation, simplified request arrival
patterns, and basic service scheduling strategies.

To address these systemic limitations and advance the field
of cloud-native simulation, we propose CloudNativeSim with
the following design objectives: (i) File Registration Mech-
anism: To manage the increased complexity introduced by
microservice architectures, which involve numerous units such
as services and Pods, CloudNativeSim implements a file-based
batch registration system that significantly simplifies configu-
ration management, (ii) Dynamic Request Generation and
Distribution: The simulator features a built-in request gener-
ator that accurately models real-world scenarios by simulating
how clients dynamically generate and distribute requests across
various services, (iii) Enhanced Cloudlet Scheduling: Rec-
ognizing the limitations of traditional cloudlet scheduling in
handling microservice architectures, CloudNativeSim intro-
duces an advanced scheduling mechanism specifically designed
to address the dynamic and complex nature of these systems,
(iv) Delay Analysis and Critical Path Detection: CloudNa-
tiveSim models service dependencies as Directed Acyclic Graphs
(DAGS), enabling precise calculation of request delays and
identification of critical paths within parallel service chains, (v)
Comprehensive QoS Metrics: The simulator provides exten-
sive quality-of-service monitoring capabilities, offering detailed
request-related feedback through system logs and integration
with Grafana for enhanced visualization and analysis, and (vi)
Lightweight and Extensible Policy Framework: To accom-
modate the diverse requirements of microservice architectures,
CloudNativeSim implements flexible and lightweight interfaces
for various policies, including service allocation and scaling,
ensuring adaptability to different deployment scenarios.

3 | Simulation Framework of CloudNativeSim

To ensure the simulator’s flexibility and broaden the scope of
modeling for potential use cases, CloudNativeSim has been

developed using a discrete-event simulation approach. As illus-
trated in Figure 2, the architecture of CloudNativeSim is struc-
tured in layers: (i) The User Layer is dedicated to user interaction,
emphasizing a streamlined interface to significantly enhance the
user experience, (ii) The Event Layer is responsible for schedul-
ing discrete events, enabling the simulator to handle a broader
spectrum of scenarios efficiently, (iii) The Entity Layer consists of
various entities representing the modeling of microservice-based
architecture within the simulator; this layer also serves as the
foundation for executing discrete events, and (iv) The bottom
layer integrates core components from the CloudSim toolkit [9],
providing a robust and efficient simulation environment.

3.1 | User Layer: File Registry and Qos
Feedback

In the rapidly evolving field of cloud-native applications, opti-
mizing user interaction is particularly important [19]. At the user
level, our primary task is to accurately understand user needs and
the specific configurations required by the simulator. To enable
users to tailor CloudNativeSim scenarios to their requirements,
we offer flexible customization options and design a series of
examples to facilitate testing and provide instructive demon-
strations. The user layer provides options including deployment
specifications, logging preferences, policy configurations, and
cloudlet parameters. Users can also tailor the reporting format
to output specific metrics to either terminal displays or CSV files
for subsequent analysis.

Furthermore, in order to lower the barrier for users to describe
configurations of cloud-native applications, CloudNativeSim
employs a file-based method for entity registration. Figure 3 illus-
trates a demo of the entity registry in CloudNativeSim, detailing
configurations in both JSON and YAML formats. In the JSON
section, APIs and services are defined. The API “POST/orders”
has a weight of 1.0, while the “orders” service is labeled “orders”
and calls services like “orders-db” and “carts”. The YAML con-
figuration specifies instance settings, including the “orders”
pod, its labels, replicas, size, and bandwidth settings. It also
details resource requests and limits for shares and RAM. These
configurations provide a clear framework for managing APIs,
services, and instances, ensuring efficient resource allocation
and robust simulation of cloud-native environments. By focusing
solely on the content of configuration files, users can operate the
simulator without requiring an in-depth understanding of its
mechanisms [20].

To more effectively manage and analyze the performance of
cloud-native applications, CloudNativeSim provides dynamic
QoS feedback through continuous monitoring and recording of
performance metrics throughout the simulation runtime. This
includes traditional instance-based metrics such as resource
utilization, as well as detailed service-oriented metrics includ-
ing interface-specific response times, Requests Per Second
(RPS), and Service Level Objective (SLO) violation rates at both
instance and system levels. All these metrics are displayed in
real-time through terminal output, with configurable sampling
frequencies to control reporting granularity. Users can further
customize the reporting format by selecting specific metrics
for display or exporting comprehensive logs to CSV files for
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FIGURE 2 | The architecture of CloudNativeSim.

detailed post-simulation analysis. These comprehensive mon-
itoring capabilities enable thorough evaluation of cloud-native
application behavior under various operational conditions,
ensuring adherence to predefined service standards.

3.2 | Event Layer: The Core Design
for Scheduling

Event layer is the core design of discrete event simulation,
with the scheduling of events being centrally controlled by the
application and data center. The detailed introduction is as below:

« Allocation: After services and instances are registered,
CloudNativeSim automatically initiates the allocation event.
Allocation involves provisioning instances with appropri-
ate resources and mapping services to instances and virtual
machines, following a bottom-up process.

+ Scaling & Migration: As tasks are processed, the system
status is dynamic. To maintain workload balance, Cloud-
NativeSim needs to update the allocation mapping using
scaling policies and migration mechanisms. The simula-
tor includes three common scaling policies. These scaling

policies typically involve migration mechanisms, especially
when the scaling query cannot be completed with the cur-
rent virtual machine.

Generation: To simulate request arrivals from different
clients in cloud-native applications, CloudNativeSim incor-
porates probability distributions (e.g., normal distribution)
to generate cloudlets and requests. This approach requires
users to configure only minimal parameters, enhancing the
simulator’s flexibility and enabling the efficient calculation
of QoS metrics.

Dispatching: Once a large volume of requests is gener-
ated, the simulator must have the capability to distribute
these requests across different services. This process helps
us understand the logic from request handling to response.
Requests are characterized by their specific application inter-
faces (APIs), and are mapped to corresponding services. The
simulator then selects suitable instances within each service
based on load-balancing logic to distribute the requests.

Scheduling: Cloudlet scheduling is foundational for the
simulator’s computations. CloudNativeSim employs the
redesigned cloudlet scheduler module to ensure that
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(a)

(b)

"APIs": [ instances:

{ - prefix: orders
"name": "POST /orders", type: pod
"weight": 1.0 labels:

h - orders

...... replicas: 1

] size: 500
rec_bw: 100
"services": [ trans_bw: 100

{ requests:
"name": "orders", share: 100
"labels": ["orders"], ram: 300
"calls": ["orders-db","carts"...], limits:

"APIs": ["POST /orders"] share: 500

h ram: 500

]
FIGURE3 | A demonstration of documents used for file registry in CloudNativeSim. (a) JSON illustration of APIs and services configuration.

(b) YAML illustration of instance configuration.

response time and usage history calculations are efficient
and dynamic.

« Derivative: When a service completes the cloudlets
assigned to it, it automatically derives new cloudlets to
the next nodes along the service chain. This process ensures
the number of cloudlets within the simulator to vary with
the number of requests and services, and it also forms the
basis for calculating response time using the critical path.

The Event Layer in CloudNativeSim is crucial for effi-
cient resource management and modeling the dynamics of
cloud-native applications. Events like allocation, scaling, and
migration facilitate efficient resource management. Generation,
dispatching, and response events manage the communica-
tion between clients and applications. To ensure the internal
dynamics of applications, CloudNativeSim uses scheduling and
derivation events to control the processing of cloudlets. This
comprehensive approach enhances the accuracy of QoS met-
rics calculation, improves flexibility and usability, and ensures
compatibility with CloudSim users. Ultimately, it boosts the
efficiency and scalability of the simulator.

33 |
Logic

Entity Layer: Data Structure and Mapping

The design of the Entity Layer in CloudNativeSim efficiently
models the entities of cloud-native applications. Requests
are generated by clients to access specific APIs and serve
as the sources of tasks that propagate through the service
chain. Services and instances are the most crucial data struc-
tures in a microservice-based architecture, responsible for the

virtualization of functional modules. Services are a logical con-
cept that map to a set of instances with the same functionality,
and most scheduling events in CloudNativeSim operate based
on services. Furthermore, services form mutual dependencies,
creating service chains and service graphs. CloudNativeSim also
extends the RpcCloudlet data structure to represent commu-
nication between services and to handle request processing.
Additionally, CloudNativeSim integrates core entities from
CloudSim 3, including VMs and DataCenters, with necessary
extensions to enhance their functionality. More modeling details
will be discussed in Section 4.

The mapping mechanism is fundamental for associating and
updating these entities. In CloudNativeSim, this mechanism
is implemented through a HashMap, managing relationships
between different entities based on names or labels. For example,
it maps requests to APIs and services to the service graph.
Maintaining these mapping relationships reduces redundancy in
update operations and enhances the efficiency and flexibility of
the simulator.

To further enhance the usability and compatibility of the sim-
ulator, CloudNativeSim adopts the resource profiling approach
of CloudSim, enabling seamless migration between the new and
old simulators. In terms of resource profiling, various service
instances, such as pods and containers, are assigned a range of
resource attributes, including ID, Million Instructions Per Second
(MIPS), memory (RAM), and bandwidth (BW). This approach
not only preserves the familiarity for original CloudSim users but
also ensures the scalability and extensibility of the simulator.

By incorporating these design elements, CloudNativeSim
provides a robust and flexible environment for simulating
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cloud-native applications. This ensures efficient resource man-
agement, accurate modeling of service interactions, and seamless
integration with existing simulation frameworks, ultimately
enhancing the overall effectiveness and adaptability of the
simulator.

3.4 | Implementation of Simulation
Components

The main class diagram for CloudNativeSim is illustrated in
Figure 4. This diagram is organized vertically, corresponding
sequentially to the three hierarchical levels depicted in Figure 2.
At the event level, specific events initiate the scheduling of
SimEvent operations. CloudNativeSim has been developed using
Java 17, inheriting the robust discrete event simulation frame-
work from the core of CloudSim.

Below are the detailed introduction of the main classes (high-
lighted in blue in Figure 4) and their functionalities within the
CloudNativeSim architecture:

1. Application: This class serves as the cornerstone
of CloudNativeSim, encapsulating a cloud-native
application. It extends from the SimEntity class and is
activated post the completion of resource configuration
at the VM layer. Principal responsibilities include linking

entities with data centers and orchestrating the scheduling
and collaboration of events.

2. Register and Reporter: These classes aim to enhance
the system’s input and output capabilities. They stream-
line user interactions and are crucial in generating and
disseminating QoS metrics. The Register class handles the
registration of various entities, while the Reporter class col-
lects and reports performance metrics, ensuring users have
comprehensive insights into the system’s behavior. Details
in Section 3.1.

3. Exporter: This class is responsible for collecting various
metrics during the simulator’s operation and calculating
QoS-related outputs based on these metrics. The Exporter
ensures that performance data is accurately captured and
made available for analysis, contributing to the system’s
transparency and accountability.

4. Service and ServiceGraph: The Service class represents
the concept of a service. Each Service object is a node
in the ServiceGraph, which is a DAG data structure. The
ServiceGraph maps out the relationships and dependen-
cies between various services, facilitating efficient service
orchestration and interaction. Details in Section 4.1.1.

5. RpcCloudlet and CloudletScheduler: RpcCloudlet is an
extension in CloudNativeSim that represents inter-service

CloudNativeSim

Cloudsim [
A

Instance

| | | | User
Application Register Exporter Generator Reporter
Datacenter ServiceMigration ServiceAllocation ServiceScalling
Policy Policy Policy
| Dispatching Events
CloudletScheduler
NativeVM : InstanceProvisioner HorizontalScaling VerticalScaling
1
) 1 -

1

i

1

NativePe
ServiceGraph [--------------——--— ] Request

1
1
1
1
|
: .
1
! Entity
1

RpcCloudlet

ReplicaSet

Container

FIGURE4 |
simulation environment.

The class diagram of CloudNativeSim detailing levels of user interaction, event management, and entity representation in a cloud
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communication tasks. It defines attributes for computing
latency and resource usage. The CloudletScheduler orches-
trates cloudlets within the current service, distributing
them to different instances for processing based on the load
balancing status of the instances. Details in Sections 4.1.2
and 4.2.

6. Generator and Dispatching: The Generator class
dynamically generates requests and cloudlets on behalf of
clients. Once requests reach the API, they are dispatched
to various service chains, while cloudlets are managed
by the CloudletScheduler. This mechanism ensures that
client requests are efficiently processed and directed to the
appropriate services. Details in Section 4.3.1.

7. Request and API: These classes simulate user interac-
tions with cloud-native applications. The Request class
represents user access to the application, while the API
serves as the entry point for these requests. The API maps
requests to different service chains, and as requests enter
the system, they generate cloudlets that are processed
along these chains.

8. Instance and ReplicaSet: These classes contain the
necessary fields for instances. CloudNativeSim inter-
nally implements Pod and Container instances, allowing
for user customization. A ReplicaSet is a collection of
instances with identical properties, used to achieve hori-
zontal scaling. This setup ensures that multiple instances
can be managed collectively to handle increased loads.

9. ServiceAllocationPolicy and ServiceMigrationPol-
icy: These classes abstract the algorithmic frameworks
necessary for the deployment and migration of services.
They work in tandem with the InstanceProvisioner class
to facilitate the efficient deployment of services and
instances within the simulation environment. ServiceAl-
locationPolicy focuses on initial service placement, while
ServiceMigrationPolicy manages the dynamic relocation
of services to optimize resource utilization. Details in
Section 5.1.

10. ServiceScalingPolicy: ServiceScalingPolicy is the core
module for service scheduling, this class is equipped with
algorithms designed for both horizontal and vertical scal-
ing. It enables dynamic service management based on
operational demands, allowing the system to adapt to vary-
ing loads by scaling resources up or down as needed.
Details in Section 5.3.

To ensure the extensibility of the simulator, CloudNativeSim
inherits from CloudSim 3.0, which allows it to integrate seam-
lessly with classical component modeling. The strategic decision
touse CloudSim 3.0 as the base instead of higher versions is due to
the fact that the latest versions of CloudSim, although powerful,
introduce many complex features. These features often compli-
cate the framework and decrease its extensibility. By using the
simpler, more robust framework of CloudSim 3.0, it becomes eas-
ier to extend and customize. Thus, CloudNativeSim is able to
simulate a broader range of microservice-based architectures for
cloud-native applications.

4 | Modeling of Cloud-Native Applications

To comprehensively simulate the performance of a cloud-native
application, it is necessary to model its internal structure. During
the modeling process, the simulator must address the challenges
posed by the heterogeneity and high dynamism inherent in
microservice-based architecture. Heterogeneity refers to services
operating in different code environments and being mapped to
various instances, forming a complex entity communication net-
work. Additionally, high dynamism, driven by varying request
workloads, complicates the prediction of resource and state
changes.

To facilitate clear communication and understanding, we first
introduce the key terms and their definitions used throughout
this paper in Table 2. These terms form the foundation of our
modeling approach and will be referenced extensively in subse-
quent sections.

In response to the above challenges, CloudNativeSim employs
a novel modeling approach, which consists of three key compo-
nents: (i) The service graph modeling constructs dependencies
between services, effectively describing the communication
topology among heterogeneous entities, (ii) The cloudlet sched-
uler provides multi-level queues to manage cloudlets, ensuring
flexible resource and status updates within the system, and (iii)
The client request processing module simulates dynamic request
generation and calculates response time by updating the critical
path, capturing the dynamic interactions between cloud-native
applications and clients.

4.1 | Modeling of Service Graph

To accurately represent communications between microservice
entities, considering that different entities are mapped to var-
ious services with specific dependencies and communication
processes, it is essential to model the service graph comprehen-
sively. As shown in the second part of Figure 5, when requests
arrive at the APIs, they will call different chains that compose
a service graph and create cloudlets for entity communications.
CloudNativeSim utilizes a DAG to depict service dependencies
efficiently and employs remote procedure calls (RPC) to simulate
communication processes. By integrating these advanced mod-
eling techniques, CloudNativeSim can significantly enhance
both the accuracy and efficiency of service communication
simulations.

4.1.1 | Service Dependency Modeling Based on DAG

Given that communications between services communication
is unidirectional and lacks cyclic calls, using a DAG structure
is an efficient approach for modeling service dependencies
[21-23]. This structure enables more accurate and detailed
simulations of service interactions and dependencies, providing
valuable insights into system performance and potential failure
points. By utilizing DAG, CloudNativeSim can help developers
and researchers better understand the complex dynamics of

1193

95USD1 SUOLULUOD) SAIERID) 3|ged 1 (dde aY) Aq peuRA0B a1 SDPILE YO 88N JO S3|NI 10} ARRIQIT BUIIUO AB]IA UO (SUORIPUOD-PUB-SLLIBYWI0D" A3 | 1M AR.q 1]BU1|UO//SANY) SUOIIPUOD PUe SLLB L 841 39S *[6202/90/60] U0 Aiqiaulluo A1 * ARiq17/ABOIOUYDS L PRoURAPY JO SINIISU| UBUZUSUS/SD - NX URIXUIN AQ /THE 90S/Z00T 0T/I0p/W00" 3| 1M ARd 1 ou|Uo//SANY LWO.Y popeojumod ‘2 ‘G202 ‘XvZ0.60T



TABLE 2 | Terms and definitions for cloud-native application modeling in CloudNativeSim.
Terms Definitions Terms Definitions
service A service is an independent unit that performs instance An instance refers to a specific performer of a
functionality and communicates with other service, such as a pod or container.
services via APIs
task A task corresponds to a request that invokes cloudlet A cloudlet is a fundamental computational unit
multiple services and is completed by several used for task processing in the simulation. The
cloudlets working together. The task length is cloudlet length is also measured in MI
the total computational workload measured in
millions of instructions (M)
instanceList A collection of all active service instances in the  scalingList A dynamic list of instances marked for scaling
system at a given time operations (scale-out or scale-in)
apiList A list of all available APIs exposed by services in {w} A set of weights representing the probability
the system distribution for API selection by clients
P The set of all possible execution paths through CP The critical path represents the longest
the service chain, where each path represents a execution sequence in terms of response time
sequence of service invocations among all possible paths P
¢ The ith client entity in the system that generates N, The current total number of active clients in the
service requests according to defined patterns system at time ¢
v The client growth rate, defining how N, changes D The inter-request interval range p = [py, p;1,
over time (v > 0 for growth) where p, and p, represent the minimum and
maximum waiting time between consecutive
requests
time Limit The maximum time period during which clients ~ numLimit The maximum number of requests to be
are allowed to send requests processed in the simulation
A The request arrival rate (QPS), measuring the R The cumulative total number of requests since
number of incoming requests per second the start of simulation until the current time
point
startEntity()  glients O"/‘C%" cloudlet scheduler
. @ service graph
R / e @ @ .
= instances
| t D - D = 2p2le® - @)
interval requests
cloudlets e
-, (OO0 - 0 =) path 1 —) OO0 00000000
requests m
Waiting Queue
- B =
< | responses . Y
8| rath2 o3 @ (UONO00000000
o |- t l ] . [ ‘ ...... F ]
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r’ .
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: responses .
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FIGURE5 | Modelingapproach divided into three components: Client requests modeling, service graph modeling, and cloudlet scheduler. Numbers

correspond to built-in methods.
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cloud-native applications, which leads to optimized design and
enhanced strategies.

Figure 6 presents a simple DAG to depict the service dependen-
cies: Service A calls Services B and C, which in turn call Service
D. Each service comprises many code segments represented by
rectangles of different colors. The DAG structure includes multi-
ple service chains corresponding to APIs, and client requests will
propagate along these chains, forming the inter-service commu-
nications and eventually responding to the clients. These chains
can be recursively defined according to different source services.
Figure 7 shows the built-in data structures of CloudNativeSim,
representing service dependencies through a DAG implementa-
tion. By utilizing these reverse-linked lists, our simulator can effi-
ciently track service interactions and trace call chains in both
forward and reverse directions.

On the other hand, Figure 6 also demonstrates the vertical
mapping relationship between services and instances. When
a request arrives, services use the mapping mechanism men-
tioned in Section 3.3 to allocate the corresponding tasks to mul-
tiple instances. Each instance is deployed on different nodes,
such as virtual machines and physical machines. Essentially, the
response process of requests involves utilizing node resources to
execute tasks.
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By modeling the service graph through a DAG structure,
CloudNativeSim offers a clear and detailed representation of
service dependencies. This approach enhances user insights
into cloud-native applications, making internal changes more
transparent and easier to understand.

4.1.2 | Inter-Service Communication Modeling Based
on Rpccloudlet

Inter-service communication efficiency serves as a critical deter-
minant in modern distributed systems’ performance [24]. The
emergence of gRPC? has revolutionized this domain by intro-
ducing a high-performance, language-agnostic communication
protocol [25]. Drawing inspiration from these advances, Cloud-
NativeSim introduces RpcCloudlet as a novel modeling construct
to simulate inter-service communications. This extension builds
upon CloudSim’s fundamental Cloudlet abstraction while incor-
porating contemporary distributed computing paradigms.

The architectural distinction between physical systems and their
simulated counterparts becomes evident when examining their
respective communication patterns. Figure 8a illustrates this
through Jaeger’s® distributed tracing visualization of the sock-
shop microservices application. In production environments, a
“Get/login” API request initiates a cascade of service invocations,
where each endpoint (represented as ovals) belongs to distinct

Service D
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| '

A I

1 I

Service A | !

: 1

| ; '

L e o e : 1

1

@ — - :

Service C : |

instance  request response . TTmTmmmmmmmmmmm T
FIGURE 6 | Asimpleillustration of service dependencies using a DAG structure, depicting the flow of requests and responses. Additionally, it shows

how services are mapped to instances, which are distributed across different nodes.

Parent Children Children Parent
Services Services Services Services
A {B,C} D {B,C}
B {D} c {A}
c {D} B {A}
D /] A a
FIGURE7 | The data structure of service dependency tracking in CloudNativeSim. The left table implements forward lookup where each service

maps to its dependent services. The right table implements reverse lookup where each service maps to services that call it.
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Comparison of request invocation sequence in physical and simulated environments. (a) Request invocation sequence in a physical

service environment. (b) Request invocation sequence in a simulated service environment.

microservices, forming intricate service dependency chains. Con-
versely, Figure 8b demonstrates the simulator’s approach, where
inter-service communications are abstracted through dynami-
cally generated cloudlets, offering a more granular representation
of these complex interactions.

Our implementation marks a significant difference from
CloudSim’s traditional static cloudlet allocation model. Where
CloudSim employs upfront cloudlet definition and assignment
to virtual machines—an approach that fails to capture the
dynamic nature of modern microservices—our system intro-
duces an innovative “dynamic derivation” mechanism. This
approach generates cloudlets on-demand, precisely when their
corresponding services are invoked, establishing a more realistic
representation of service interactions. A distinguishing feature
of this design is its ability to accommodate multiple cloudlet
instances for a single service throughout the request lifecycle.
As illustrated in Figure 8b, the user-db service exemplifies this
capability, spawning multiple cloudlet instances in response to
various service invocations. This dynamic instantiation pattern
closely aligns with the principles of gRPC communication, hence
the designation “RPCCloudlet.”

To address the inherent complexity of request processing, our
system implements a novel cloudlet management mechanism.
Through empirical observation, we discovered that computa-
tional requirements exhibit statistical independence, making
them amenable to modeling via Gaussian distribution. The
cloudlet configuration framework incorporates user-definable

parameters, including expected mean length, variance, and
service-instance mapping specifications. Upon parameter initial-
ization, the system autonomously derives new cloudlets as ser-
vice invocations occur.

This comprehensive approach to inter-service communication
modeling offers several compelling advantages: First, the cloudlet
derivation process inherently reflects service dependencies,
enhancing simulation transparency and interpretability. Second,
the integration with a discrete event framework enables dynamic
performance metric evolution, particularly in latency measure-
ments, contributing to enhanced system adaptability. Third, the
design preserves fundamental RPC characteristics, ensuring that
individual cloudlet failures do not compromise overall system
execution, thereby maintaining robust operational continuity
and system resilience. These features collectively establish a more
realistic and sophisticated simulation environment for modern
distributed systems.

4.2 | Design of Cloudlet Scheduler

To ensure high dynamism in inter-service communication dur-
ing simulation, we redesign the cloudlet scheduler module, as
depicted in the third part of Figure 5. Given that services are
the primary entities in the communication network and that
cloudlets are transmitted between these services, we implement a
scheduler for each service to manage its cloudlets. Each cloudlet
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scheduler includes a waiting queue, execution queue, and fin-
ished queue to manage the flow of cloudlets. The specific func-
tionalities are as follows:

« Waiting Queue: When a new cloudlet is created by a ser-
vice, it is initially added to the waiting queue, awaiting
idle resources. The cloudlets in this queue are sorted based
on predefined principles, such as first-come-first-served or
priority-based service.

Execution Queue: If the scheduler detects that the current
service has sufficient resources, it will allocate the waiting
cloudlets to appropriate instances based on load balancing
decisions and move them to the execution queue. Cloudlets
not selected for execution will re-enter the waiting queue,
with their waiting time increased.

Finished Queue: Upon completion, cloudlets are moved to
the finished queue, where their execution results and status
information are recorded. This data serves as the basis for
subsequent analysis and optimization of scheduling strate-
gies.

To prevent instances from becoming imbalanced and congested,
load balancing decisions must be made when cloudlets transi-
tion from the waiting queue to the execution queue. CloudNa-
tiveSim includes built-in methods for load balancing, such as
selecting the instance with the maximum idle resources or using
arandom allocation method. Both approaches efficiently balance
the load across instances. Additionally, users of the simulator
can implement custom load balancing strategies via the provided
interfaces.

During execution, cloudlets use time-sharing CPU resources
among instances as default, where each instance alternately exe-
cutes multiple cloudlets in time slices. Users may also choose
more complex methods, such as spatial multiplexing. In Cloud-
NativeSim, we provide two default choices: Equal time slice mul-
tiplexing and unequal time slice multiplexing, both affecting
the instance selection process. For equal time slices, methods
such as round-robin or random can be used. For unequal time
slices, methods like best-effort are available. Users can customize
selection strategies based on system load, the current state of
instances, and cloudlet priority.

This approach enables CloudNativeSim to accurately simulate
service request processing while providing flexible and efficient
resource management. By detecting resource-starved cloudlets
and dynamically recreating and scheduling new cloudlets,
CloudNativeSim helps users optimize and manage their systems
more efficiently.

4.3 | Processing of Client Requests

In the simulation of cloud-native applications, user requests serve
as the core entry point, driving all scheduling activities. Conse-
quently, processing these requests becomes the primary objec-
tive of the simulation. Compared to traditional solutions, this
request-oriented simulation emphasizes updating and providing
feedback on request-related metrics (including latency, RPS, and
SLO violation rates). To achieve this, we need to describe two

critical components in CloudNativeSim: Request generation and
response time calculation.

4.3.1 | Request Generation Modeling

To dynamically simulate the arrival of requests, CloudNativeSim
employs a more versatile approach in which the arrival rate is
dynamically dictated by the system’s parameters. The Request
Generator component simulates user request arrivals based on
specified parameters, such as the number of clients (NV,), client
growth rate (v), waiting time intervals (p), request weight for
each API ({w}), list of APIs (api List), maximum generation time
(time Limit), and maximum number of requests (num Limit). The
client growth rate (v) represents the rate at which the number of
clients increases over time, acting as a velocity factor that dictates
how quickly new clients are added to the system. Waiting time
intervals (p) define the range of time intervals that clients wait
between sending consecutive requests, represented as an interval
p = [py. 11, where p, is the minimum wait time and p, is the max-
imum wait time. Each client will randomly select a wait time from
this interval after sending a request. Request weight for each API
({w}) is a set of weights that represent the probability distribu-
tion for selecting different APIs when generating requests. Each
weight corresponds to an API in the apiList, determining how
likely it is for a particular API to be chosen when a client sends a
request.

When designing the Request Generator component, we were
inspired by Locust* and aimed to simplify it for simulation pur-
poses. Algorithm 1 describes the logic of this component: At the
beginning of the simulation, users need to specify several parame-
ters: The final number of clients N, client growth rate v, request
weight for each interface w (default is 1), user request waiting
span p, time limit timeLimit, or quantity limit numLimit. The
request generation process is divided into the following steps:

1. Users configure and initialize the API interface list and
other parameters (lines 1 and 2).

2. The number of clients increases from 0 to N, at a rate of v
(lines 4-6).

3. Asthe number of clients grows, each client randomly selects
an interface to send requests according to the assigned
weight (lines 9-12).

4. After sending requests, clients configure a waiting period,
with the duration randomly selected within the span p (line
13).

Based on the above logic, we can model some key metrics math-
ematically. The first is the number of clients N(¢), which ini-
tially grows linearly with time ¢ and remains constant after
reaching N,:

N(t) = min(N,_, v - ) (1)

Next, the request arrival rate A(¢) refers to the number of requests
arriving per second. Considering that each client waits for a
random period after sending a request, the distribution is no
longer a simple Poisson process. However, when the number
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ALGORITHM1 |

Request generation algorithm.

Input: N, (number of clients), v (client growth rate), p (waiting time intervals), {w} (weight set), api List (list of APISs), time Limit
(maximum generation time) and num Limit (maximum number of requests)
Output: new_requests (new generated requests)

1: Initialize waitingClients as a list of size N, all elements set to 0;
2: Initialize currentTime and current Num to 0O;
3: while currentTime < timeLimit and current Num<numLimit do
4 if currentClients < N, then
5: Set currentClients < min(v X currentTime, N);
6 end if
7 for each i from O to currentClients — 1 do
8 if waitingClients[i] == 0 then
9: Set api < randomly select an API from api List according to {w};
10: Set new_requests < createRequests(api, currentTime);
11: Send new_requests to the system;
12: Increment current Num by the number of new_requests;
13: waitingClients[i] < randomly select a wait time from interval p;
14: else
15: Decrement waitingClients[i] by 1;
16: end if
17: end for
18: currentTime ++;
19: end while
of requests is sufficiently large, this waiting time is uniformly obtaining the response time, the system identifies the critical

distributed within the interval p = [p,, p,]. Therefore, we can use
the expected value of the waiting time E(p) to approximate the
request arrival density:

E(p)= —— ()

Thus, the request arrival rate A(f) at time 7 is:

N(1) . 2
ﬂ = — = N . .
(1) 5 min(N,,v-1) X Py

3)

Finally, the total number of requests R(¢) represents the cumula-
tive number of requests generated from the start of the simulation
up to a certain time point. To find R(7), we integrate the request
arrival rate A(¢). Since A(¢) has different expressions at different
stages, piecewise integration is required:

ﬁ P2 ifr < NT
R(t) =15\ N2 . 4
([70+P1) T U(P0+P1) ! o

By analyzing the above formulas, we can infer certain properties

of
ve
Se

432 |

these metrics, such as linearity or non-linearity, specific con-
rgence values, and more. We will validate these properties in
ction 6.2.

Response Time Calculation and Critical Path

Identification

In

cloud-native applications, the response time of a request is

determined by the completion time of all its dependent tasks.

Cl

oudNativeSim employs a discrete event framework to track the

execution of these tasks and calculate the response time. After

path by backtracking through the service invocation chain, which
helps users understand the performance bottlenecks and opti-
mize resource allocation.

Figure 9 illustrates this process with a service invocation graph.
The nodes (A-F) represent individual cloudlets, with edges show-
ing their invocation relationships. The discrete event framework
tracks the execution of each cloudlet, recording their start and
completion time. The response time is determined when the
last cloudlet (F in this case) completes its execution. Subse-
quently, given the one-to-one correspondence between cloudlets
and services, the system performs a post-hoc analysis by back-
tracking from F through the cloudlets with the latest completion
time, thereby identifying the critical path (highlighted in red as
A—B—E—F) in the service graph. This critical path represents
the sequence of services whose execution time directly impacts
the overall response time, which is particularly valuable for users
in analyzing bottlenecks in cloud-native applications.

Algorithm 2 demonstrates the critical path identification process.
The algorithm examines all possible paths in the service chain
to identify the one with the maximum accumulated delay. Let P
denote the set of all paths in the service chain, and N, » denote the
set of nodes in path p € P. For each path, the total delay D, is
calculated as:

D,= Z delay(n) (5

neN,

where delay(n) represents the actual execution time of node n
obtained from the discrete event simulation.

The critical path C P is then determined as the path with the max-
imum total delay:

11
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FIGUREY9 | A demonstration for response time calculation and critical path identification. The red path (A—B—E—F) shows the identified critical

path in the service graph.

ALGORITHM 2 | Response time calculation and critical path iden-
tification.

Input: request (the incoming request)

Output: responseT ime (the maximum of response time) and C P
(the critical path in service chain)

1: Initialize responseTime to 0O;

2: Initialize serviceChain by request.API;

3: for each path in serviceChain do

4: Initialize current_delay to 0;

5: for each node in path do

6 Set current_delay < current_delay + node.delay;

7 end for

8 if current_delay>responseTime then

9 Update responseT ime to current_delay;

10: Update CP to path;
11: end if
12: end for

13: Update the serviceChain with C P;
14: return responseT ime;

CP =arg r;le%xDp (6)

This approach enables CloudNativeSim to provide valuable
insights into service performance. By analyzing the critical path,
users can identify which service invocations contribute most sig-
nificantly to the overall response time. This information is par-
ticularly valuable for system optimization, as it highlights poten-
tial bottlenecks and suggests where performance improvements
would be most effective.

5 | Implementation of Scheduling Policies

In addition to the aforementioned challenges, a simulator with
high extensibility also requires the implementation of reliable
interfaces. In this section, we introduce the main schedul-
ing policies that CloudNativeSim provides for cloud-native

applications. These policies ensure extensibility while maintain-
ing the dynamism of the simulation process.

5.1 | Service Placement Policy

To ensure the system can adequately handle the requests received
by applications, CloudNativeSim implements the interfaces of
placement policies, which include the provisioner component,
service allocation, and instance migration. An efficient imple-
mentation of these placement policies can provide a more
accurate estimation of system resource utilization, which is
highly beneficial for simulating cloud-native applications with a
microservice-based architecture.

The provisioner component, which manages and tracks resource
allocation and utilization, serves as the foundation for other
policies in CloudNativeSim, providing the mapping of various
resources such as CPU cycles, memory, and storage. During the
simulation runtime, the provisioner component continuously
calculates the total and available resources in real-time, as well
as which entities are utilizing these resources.

CloudNativeSim adopts a bottom-up approach for implementing
service allocation policy. Algorithm 3 describes the default ser-
vice allocation process in CloudNativeSim:

The algorithm begins by instantiating services based on prede-
fined labels, creating a many-to-many mapping (line 2). Sub-
sequently, CloudNativeSim manages virtual machines into a
prioritized queue based on available processing element (PE)
resources, ensuring that nodes with the most PE resources are
allocated first (line 3). Instances are then deployed onto VMs in
the queue; if there exists a VM with idle resources greater than the
instance’s requirements, the instance is deployed onto it. If the
allocation of the instance is successful, the service is also consid-
ered successfully deployed (lines 4-9). Finally, global resources
and the priority queue are updated accordingly (lines 8-14).

Additionally, during simulation runtime, if the occupancy of
VM resources exceeds predefined thresholds, indicating that
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ALGORITHM 3 |

Service allocation algorithm.

Input: service (the service to be allocated), vm List (list of available virtual machines), instance List (list of service instances)
Output: result (the result of allocation)

1
2
3
4

: Initialize result « false;
: Match instances in instance List to service through their labels;

: Initialize a sorted Queue with vm List by their available PE resources in descending order;

: for each instance in instanceList do
for each vm in sorted Queue do
if instance.require_resources < vm.idle_resources then
Allocate the instance to vm;
Set instance.isAllocated < true;
result < true;
end if
Update vm.idel_resources;
end for
Update sorted Queue;
Update the provisioner in instance;
: end for
. return result

the virtual machine is overloaded, CloudNativeSim will initiate
instance migration. These instances will be migrated from over-
loaded machines to those with lower loads, carefully consider-
ing the resource requirements and dependencies of the services
involved. Upon completion of migration, instances will operate
on the new virtual machine, and resource statuses will be updated
accordingly.

The implementation of the service allocation policy ensures a
reliable system state, with a mutual mapping between VMs,
instances, and services, allowing resources to be efficiently trans-
ferred among them. Additionally, CloudNativeSim maintains
extensibility through this method. Users can customize the sort-
ing method of the sorted Queue and the deployment strategy of
the instances.

52 |

Usage History Updating

To observe the state of a microservice-based system and to
guide the simulator’s subsequent scheduling activities, a model

of

resource utilization is essential. In CloudSim, the utilization

model serves a similar function, but its inputs only consist of
time, and it is dynamically changing based on extensive histor-
ical data from real machines, such as those from PlanetLab [26].
While this approach is applicable to cloud-native applications, it
lacks sufficient interpretability and struggles with the challenges
posed by dynamic environments. Consequently, we propose a
more dynamic method that updates the Usage History to record
the resource status within the cloud-native application during
simulation runtime.

Different from virtual machines, in a cloud-native environment,
instances consume minimal resources when idle. As tasks shift
from virtual machines to instances, we observe that an instance’s
resource usage history correlates with its role in processing
requests. For example, frequently called instances may consume
more bandwidth, while those processing large-scale tasks require
more memory and CPU power. In summary, resource usage

directly correlates with the number and scale of tasks when
active.

Based on the above observations, we attempt to quantify resource
usage by the number and duration of cloudlets assigned to
an instance for simulation. To address this, CloudNativeSim
employs a linear approach to correlate the performance of
instances with cloudlets’ resource usage. Using the specific cal-
culation method, a cloudlet’s execution time depends on the CPU
time allocated to it and the processing speed of the instance exe-
cuting it. The execution time of cloudlets ultimately affects the
calculation of response time. Similarly, the memory usage and
bandwidth consumption of cloudlets are calculated using a sim-
ilar approach. Once the resource consumption by the cloudlets
is calculated, the corresponding instance’s usage data is updated
and recorded in the usage history.

Compared to previous simulators, such as CloudSim, which are
based on static methods, our calculation method offers a high
degree of dynamism, making it highly beneficial for capturing
the internal state changes of cloud-native applications. Addi-
tionally, by adjusting minimal parameter settings, this simple
approach can achieve an excellent fit. This enhances the effec-
tiveness and flexibility of CloudNativeSim in simulating dynamic
cloud environments.

5.3 | Service Scaling Policy

In the simulation of microservice-based architectures, the ser-
vice scaling policy is a core function. It can leverage historical
resource utilization data to maintain optimal performance,
while preventing both resource wastage and inefficiency
[27]. During the operation of the simulator, a service scaling
event is triggered at regular intervals to automatically check
whether the current service requires scaling, such as when
an instance’s CPU utilization consistently remains high [28].
Once scaling is deemed necessary, the user-defined scaling
policy is executed. In CloudNativeSim, we provide the most
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common horizontal and vertical scaling solutions, as outlined in
Algorithms 4 and 5.

For horizontal scaling, the simulator operates on a replica set of
instances, attempting to replicate and allocate virtual machine
resources to each new copy. If resource allocation is successful,
the new replica is bound to the service and removed from the
scaling list. If the allocation fails, the replica is deleted to avoid
resource waste.

The policy for vertical scaling is slightly different. The operation
targets the instances needing scaling, calculates each instance’s
resource requests, and releases the current resources. It then
attempts to allocate virtual machine resources for the new
resource requests. If resource allocation is successful, the new
instance is bound to the service, and the original instance is
removed from the scaling list. If the allocation fails, the orig-
inal instance is restored and added to the failure list for later
processing.

ALGORITHM 4 | Horizontal service scaling algorithm.

Additionally, CloudNativeSim employs a threshold-based mon-
itoring system that oversees both resource underutilization and
overload scenarios. These thresholds are defined as ranges that
trigger scaling decisions: Scaling up occurs when resource utiliza-
tion exceeds upper thresholds to maintain performance, while
scaling down is initiated when utilization falls below lower
thresholds to optimize resource efficiency.

Utilizing scaling policies greatly enhances the dynamism of
CloudNativeSim, enabling it to flexibly respond to changes
in workload, ensuring high service availability and efficient
resource utilization. In Section 6.4, we will discuss the impacts of
different scaling policies. Users can also customize auto-scaling
policies, such as those based on response time or SLO violation
rates [29], workload levels [30], and may even implement hybrid
policies [31, 32].

In summary, CloudNativeSim implements three key scheduling
policies: Service placement, usage history tracking, and service

Input: scaling List (list of replica sets to be scaled), service (the service to be scaled)

Output: result (the results of scaling)
: Initialize result < false;
: Initialize scaling List with replications;
: for replicaSet in scaling List do

Initialize newReplica « create a new replica from replicaSet;

Remove the original replicaSet from scaling List;
Bind the new replica to the service;

1
2
3
4
5: if success to allocate (newReplica) then
6
7
8 result < true;

9

else
10: Delete newReplica to undo the creation of the replication;
11: end if
12: end for

13: return result

ALGORITHM 5 | Vertical service scaling algorithm.

Input: scaling List (list of instances to be scaled), service (the service to be scaled)

Output: result (the result of scaling)

1: Initialize result « false;

2: Initialize failed List < empty list;

3: Initialize scaling List with instances;
4: for instance in scaling List do

Initialize resource Requests < instance.computelnstanceRequests();

5
6 Deallocate resources from instance;
7: if success to allocate (instance, resource Requests) then
8 Remove the original instance from scaling List;
9: Bind the scaled instance to the service;

10: result « true;

11: else

12: Restore instance to its original state;
13: Add instance to failed List;

14: end if

15: end for

16: return result
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scaling. These policies work together to provide a comprehen-
sive solution for simulating cloud-native applications, with par-
ticular emphasis on resource efficiency and system adaptability.
The extensible design allows users to customize these policies
according to their specific requirements while maintaining the
core functionality of the simulator.

6 | Verification and Performance Evaluations

In this section, we conducted several experiments on CloudNa-
tiveSim to evaluate its simulation performance and verify the
effectiveness of the design schemes aforementioned. We will eval-
uate its practicality from the following experiments: (i) the tests of
simulation capacity, (ii) the verification of request generator, (iii)
the evaluation of response time simulation accuracy compared
with realistic testbed, and (iv) the demonstration of different scal-
ing policies.

6.1 | Tests of Simulation Capacity

To test the simulation capacity of CloudNativeSim, we conducted
a capacity test on a common PC with a 16-core, 2.2 GHz CPU,
and limited the running memory to 4 GB. To evaluate the simu-
lator’s extreme capacity, we considered the following parameters:
The number of services, the total number of instances, the num-
ber of requests, and the number of cloudlets. Different parameter
configurations resulted in varying running time on the realistic
testbed (in seconds).

To ensure the reliability of our results, we designed 4 cases and
tested 2 parameter sets for each case, conducting 5 repetitive tests
for each set. Table 3 presents the average running time for these
tests:

To avoid randomness, we conducted ablation experiments in
Cases 1 and 2, selecting parameter sets with running time under
15 s for analysis. In Case 1, we limited the number of services
to 1 and the number of instances to one thousand. Under these
conditions, CloudNativeSim can simulate up to 10° requests. In
Case 2, we fixed the number of instances at 1 and the number
of requests at 10*, demonstrating that CloudNativeSim can han-
dle over 5 x 10* services. Notably, the number of cloudlets also
increases with the number of requests and services, leading to a
substantial rise in the simulator’s internal running time.

For typical scenarios, we selected more common quantities in
Cases 3 and 4, maintaining a ratio of 1:3 between number of
services and instances. By fixing the number of requests and
instances and gradually increasing the number of other objects,
both cases showed that CloudNativeSim is capable of simulating
over 107 objects while keeping the running time within 10 s.

These test results indicate that CloudNativeSim exhibits consid-
erable elasticity and scalability under various loads. Although
the running time significantly increases under high load condi-
tions, it is important to note that the improvement in simulation
time compared to physical system testing is substantial. This
enhancement allows for more efficient testing and modeling
of cloud-native applications, making CloudNativeSim a valu-
able tool for developers and researchers working with complex
microservice architectures.

6.2 | Verification of Request Generation

To validate the performance of the Request Generator and the
correctness of the modeling in Section 4.3.1, we select the most
important parameters (N,,v,p) to conduct four sets of test
experiments on the Request Generator. In Section 4.3.1, Request
Generation Modeling, the parameters (N,,v, p) represent the
total number of clients, the client growth rate, and the request
inter-arrival time region, respectively. These parameters are
crucial in determining the QPS and the evolution of the total
number of clients within the simulation. The total number of
clients (V,) defines the upper limit of clients that can generate
requests, directly impacting the load on the system. The client
growth rate (v) dictates how quickly new clients are added,
influencing the rate at which the system load increases. The
request inter-arrival time region (p) determines the frequency of
requests from each client, affecting the overall request rate. For
example, QPS (1 000, 100, [5,15]) indicates a configuration with
a maximum of 1000 clients, increasing 100 new clients per sec-
ond, where each client generates requests with an inter-arrival
time randomly distributed between 5 and 15 s. By collecting
and plotting the growth curves of the number of clients, QPS,
and total requests, we aimed to evaluate the performance of the
Request Generator. Figure 10 illustrates the results produced by
the Request Generator across four different test configurations.

Based on the system capacity limits established in our previous
experiments, we designed these test configurations to validate

TABLE 3 | Running time for CloudNativeSim capacity test under various parameter sets.
Case Number of requests Number of services Number of instances Number of cloudlets Running time
1 10° 1 10° 10° 1.95s
108 1 10° 108 13.29's
2 103 5x 103 1 5x10° 0.84s
103 5x10* 1 5x 107 2.73s
3 10* 10? 3% 102 10° 0.94s
10* 10° 3x10° 107 1.40s
4 10° 5% 10° 1.5 x 10* 5% 109 4.58s
10* 5% 10° 1.5 x 10* 5% 107 9.56 s
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the Request Generator’s performance within the proven opera-
tional bounds. We selected three parameter configurations focus-
ing on different client growth patterns. The first configuration
(1000, 10) represents a gradual scaling scenario, where clients
are added at a conservative rate of 10 per second until reach-
ing the previously validated maximum of 1000 clients. The sec-
ond configuration (1000, 100) maintains the same maximum
client count but accelerates the growth rate to 100 clients per sec-
ond, allowing us to examine how growth velocity affects request
patterns while staying within known system limits. The third
configuration (500, 100) keeps the rapid growth rate but oper-
ates at a more moderate client scale, providing insights into the
Request Generator’s behavior under different steady-state loads.
For request patterns, we tested two inter-arrival time regions: [3,
5] seconds for high-frequency requests and [5, 15] seconds for
more moderate request rates. These combinations enable us to
thoroughly evaluate the Request Generator’s performance across
various realistic usage scenarios while operating within the vali-
dated system capacity established by our previous capacity testing
experiments.

In Figure 10, the segmented curves in the three subplots exhibit
distinct characteristics around 100 s, coinciding with the period
of customer number growth, NT This period is highlighted due to
its significance. During this time, the number of clients grows lin-
early at the spawn rate v, eventually stabilizing at the client num-
ber N,. This process remains independent of the waiting interval
p, which explains the presence of only three curves. This behavior
aligns with the description provided in Equation (1). Initially, the
QPS shows approximately linear growth before reaching an oscil-
latory convergence state. The speed of convergence is influenced
by the spawn rate v, while the final converged value is deter-
mined by both N, and p. Specifically, the final value is negatively
correlated with the value and interval size of p and positively cor-
related with N, consistent with the description in Equation (3).
In subplot Figure 10b, the blue and orange curves, which share
the same p and N,, converge closely and oscillate around 100, as
derived from Equation (3). For the total number of requests, the
curve exhibits a non-linear growth trend in the first segment and
a linear growth trend in the second segment, consistent with the
description in Equation (4).

In summary, the Request Generator performed as expected, val-
idating both its performance and the correctness of our model.
The observed behaviors in the subplots confirm the theoreti-
cal descriptions provided in the equations, demonstrating the
model’s accuracy in predicting request metrics. The highlighted
period of client growth and the subsequent convergence pat-
terns in QPS provide valuable insights into the characteristics of
the APIs.

6.3 | Evaluation of Response Time Simulation

To show the accuracy of CloudNativeSim to simulate realistic
response time, we conduct experiments under both the realis-
tic testbed and CloudNativeSim. The realistic experiment was
validated on a physical cluster consisting of 10 nodes, includ-
ing 3 master nodes and 7 worker nodes. Each master node is
equipped with a 32-core CPU and 64 GB of memory. Among
the worker nodes, 4 nodes each have a 32-core CPU and 64 GB

of memory, while the remaining 3 worker nodes are equipped
with a 56-core CPU and 128 GB of memory, a 104-core CPU and
256 GB of memory, and a 64-core CPU and 64 GB of memory,
respectively.

The experiment utilized the SockShop® microservice-based
application, which serves as a simulated e-commerce website
designed to demonstrate the advantages and implementation
details of microservice architecture. The application is composed
of multiple services: The frontend is implemented using NodeJS,
the order processing service is written in Java, and other ser-
vices are developed using Go. The shipping service employs Rab-
bitMQ for asynchronous message passing, enhancing the sys-
tem’s scalability and responsiveness. For database management,
SockShop uses MySQL for relational data and MongoDB for
unstructured data.

To assess the simulator’s capability in approximating the
response time of actual applications, we conducted a stress test
on the cluster using Locust, collecting average response time
under varying numbers of users as the reference standard. In the
Locust script, user wait times were set between 5 and 15 s, with
a duration limit of 600 s. The same settings were applied in the
simulator.

Observing the trend in the realistic testbed (blue bars) from the
Figure 11, it is evident that the average response time is posi-
tively correlated with the number of clients: As the number of
clients increases from 100 to 300, the average response time of
the realistic system increases from 749 ms to 2574 ms. This trend
is attributable to the increase in QPS and the size of data cached
by the system as the number of clients grows.

By adjusting the simulation parameters, the average response
time of CloudNativeSim (red bars) increases from 790 ms to 2 560
ms. Compared to the realistic testbed under the same conditions,
the average simulation accuracy of CloudNativeSim reached a
maximum of approximately 99.46% and a minimum of approx-
imately 94.53%. This high-accuracy is largely due to CloudNa-
tiveSim’s extensive scalability and dynamic internal mechanisms.
These results validate the simulator’s effectiveness in simulating
the response time of real-world applications.

6.4 | Demonstration of Scaling Policies

In realistic testbeds, each application may exhibit different per-
formance characteristics depending on the device and parameter
settings. Although we demonstrated in Section 6.3 that Cloud-
NativeSim is capable of achieving accuracy, the heterogeneity of
cloud-native applications makes it challenging for the simulator
to consistently achieve high-accuracy for unknown applications.
Observing the impact of scaling policies provides another valu-
able perspective for evaluating the simulator’s practicality. This
section will examine and analyze the impact of CloudNativeSim
using different service scaling policies.

CloudNativeSim includes three built-in scaling policies: No scal-
ing algorithm (NS), horizontal scaling algorithm (HS), and ver-
tical scaling algorithm (VS) as introduced in Section 5.3. In
Figure 12, we test the impact of these three policies on instance
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under different scaling algorithms with 1 000 clients.

usage under different client request loads (300, 500, and 1000
clients) with other configurations consistent with Section 6.3.

Under the given request loads, using NS as a baseline, it is
observed that HS maintains relatively low resource usage. Specif-
ically, with 300 clients, HS uses 31.52 milicores compared to NS’s
104.76 milicores, which is approximately 69.91% less. For 500
clients, HS uses 52.52 milicores compared to NS’s 174.24 mil-
icores, indicating a reduction of roughly 69.86%. For 1 000 clients,
HS uses 97.74 milicores, which is about 71.96% less than NS’s
348.52 milicores. This is because HS scales out by increasing the
number of instances (2-4 replicas), providing more options for
deploying cloudlets.

In contrast, VS scales up by increasing the resource alloca-
tion limits of individual instances, allowing tasks to consume
more resources, thereby resulting in relatively high resource
usage. For instance, with 300 clients, VS uses 115.77 milicores,
which is about 10.51% more than NS. With 500 clients, VS uses
192.99 milicores, approximately 10.76% more than NS. For 1000
clients, VS uses 399.77 milicores, which is about 14.71% more
than NS. Compared to the HS algorithm, VS scales the original
instance resources, resulting in significant resource consumption
per instance under high load conditions.

As the load increases, the resource usage of instances also grows
up, as seen from the NS results in different figures. This is due
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to the increasing number of cloudlets that need to be processed
simultaneously within instances. Meanwhile, the differences in
the effects of the three algorithms become more pronounced. HS
scales out by adding more instance replicas to ensure stable ser-
vice operation, while VS allocates more resources to instances
more frequently.

Overall, these observations highlight the varying efficiency of dif-
ferent scaling policies in managing resource usage under increas-
ing loads, providing insights into the practical applications of
CloudNativeSim. The choice between HS and VS depends largely
on the specific requirements of the application. For applica-
tions that need high-performance and can handle short bursts of
increased resource consumption, VSis suitable due to its ability to
quickly allocate additional resources. Conversely, for applications
requiring consistent performance and long-term stability, HS is
preferable as it distributes the load across multiple instances,
ensuring steady resource usage.

In conclusion, the demonstration validates CloudNativeSim’s
practicality in employing different scaling strategies, demon-
strates its robustness and adaptability in simulating various
cloud-native application scenarios. By efficiently scheduling
resource usage under varying loads, CloudNativeSim proves to
be a valuable tool for developers and researchers.

7 | Conclusions, Discussions and Future Work

This paper introduces CloudNativeSim, a toolkit for the modeling
and simulation of cloud-native applications. To address the het-
erogeneity and high dynamism inherent in cloud-native environ-
ments, it provides developers and researchers with an efficient
modeling solution that can rapidly simulate various scenarios of
cloud-native applications locally, thereby reducing risks and costs
prior to actual deployment. Furthermore, by implementing dif-
ferent scaling policies for microservice-based architecture, this
toolkit presents high scalability, aiding in the in-depth under-
standing and enhancement of cloud-native application archi-
tecture design. Through a series of verification and evalua-
tion experiments, we validate the practicality and reliability of
CloudNativeSim.

7.1 | Current Limitations

Although CloudNativeSim exhibits considerable potential in sim-
ulating cloud-native applications and environments, the current
version has several inherent limitations:

+ Limited network traffic modeling. The current imple-
mentation lacks comprehensive network traffic simulation
capabilities. While basic communication between microser-
vices is supported, it does not fully capture complex network
behaviors such as packet loss and bandwidth constraints
in NetworkCloudSim [11], affecting the accuracy of perfor-
mance predictions.

« Lack of edge service mobility support. The current ver-
sion does not support the mobility of edge services, crucial
for simulating dynamic edge computing scenarios. Unlike

iFogSim [12, 13], which effectively handles service mobil-
ity, current CloudNativeSim could not simulate scenarios
where edge services need to migrate or adapt to moving edge
devices.

« Service discovery mechanism. The current implemen-
tation can be extended to include service discovery fea-
tures developed in ServiceSim [15], which would enable
more detailed modeling of service communication patterns
in dynamic environments, particularly useful for large-scale
deployments.

« Limited fault tolerance simulation. The current imple-
mentation lacks comprehensive fault tolerance capabilities.
While basic service failures can be simulated, it does not
fully support advanced fault tolerance mechanisms, affect-
ing the simulator’s ability to evaluate system reliability and
resilience under various failure scenarios.

7.2 | Future Work
Several promising directions can address the current limitations
and enhance CloudNativeSim’s capabilities:

« Implementation of service discovery and fault toler-
ance. Future work will focus on implementing comprehen-
sive service discovery mechanisms and fault tolerance pat-
terns, enabling more accurate simulation of service interac-
tions in dynamic environments.

« Enhanced monitoring and observability. Future ver-
sions will incorporate advanced monitoring capabilities,
providing deeper insights into system behavior and per-
formance bottlenecks, particularly crucial for large-scale
deployments.

« Optimizing large-scale scenario simulations. Future
work will focus on implementing efficient memory manage-
ment practices and improved service discovery mechanisms
designed for large-scale simulations.

« Advanced scheduling algorithms. Future development
will incorporate more sophisticated scheduling algorithms
to improve resource utilization and overall system perfor-
mance.

« Integration with container orchestration platforms.
Future developments will include support for simulating
container orchestration platforms like Kubernetes, enabling
more realistic modeling of deployment strategies and
resource management in cloud-native environments.

Software Availability

CloudNativeSim is now open-sourced on GitHub: https://github.com/
CyanStarNight/CloudNativeSim. The project website also provides var-
ious examples and tutorials for user reference.
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